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P Q 1 CDllLoader , 2 @
class CDlILoader

{ .

private:
typedef BOOL (CALLBACK *DlIMainFunc)(HINSTANCE, DWORD, LPVOID);
typedef std::basic_string<TCHAR> tstring;

class CDllInfo

{
public:

tstring path; // dll .
listkHMODULE> modules; // Qo DLLc U
DWORDref; /I T i @

T

CVirtualMemory baseMem; I Fa 57

CVirtualMemory headerMem; /i X B 7
CAutoArray<CVirtualMemory> *sectionMem; ' " HY o B ~
public:

PIMAGE_NT_HEADERS NTHeader()
PIMAGE_DOS_HEDER dos = (PIMAGE_DOS_HEADER) baseMem.Get();

PIMAGE_NT_HEADERS nt = (PIMAGE_NT_HEADERS) GetPtr(dos, dos - >e_lfanew);
return nt;

}
PIMAGE_SECTION_HEADER SectionHeader()

PIMAGE_NT_HEADERS nt = NTHeader();

>A



return (PIMAGE _SECTION_HEADER) GetPtr(nt, sizeof(*nt));
}

IMAGE_DATA_DIRECTORY &DataDirectory(DWORD type)

PIMAGE_NT_HEADERS nt = NTHeader();
returnnt - >OptionalHeader.DataDirectory[type];

}

PVOID Base()

return (PVOID) base Mem;

HINSTANCE Instance()

return (HINSTANCE) Base();
}

BOOL DIIMain(DWORD reason)

PIMAGE_NT_HEADERS nt = NTHeader();
DlIMainFunc func = (DIlIMainFunc) GetPtr(Base(), nt
return func(Instance(), reason, 0);
}
h

typedef boost::shared_ptr<CDllInfo> DllInfoPtr;
typedef map<PVOID, DllinfoPtr> Base2DllInfoMap;
typedef map<PVOID, DllinfoPtr>::iterator Base2DIlInfoMit;

Base2DllinfoMap m_loadDlls; // T dil cuv
CRITICAL_SECTION m_csLoadDlls;

private:
bool LoadFile(CDllInfo * dll); // dll L ]
void UnloadFile(CDllinfo * dll); // dll o> £
bool Reloc(CDllinfo *dll); // ~HA
DWORD IsBound(CDllInfo * dll); // ¢ «iiy dl #n ¢ Q
bool BuildIAT(CDllInfo * dIl); // IAT - E
bool ProtectDII(CDllInfo * dll); / n"HOO T "E wy
DWORD GetModuleTimeStamp(PVOID base); // A0 Ag | a

l/base HSi/ :: K€ 80 _ w\ =
CDllInfo * GetDII(PVOID base)

Base2DllInfoMit it = m_loadDlls.find(base);
if(it == m_loadDllIs.end())

return NULL;
return it - >second.get();

}

I .1/ Xt K€ 50 _ w\ =
CDllinfo * GetDII(LPCTSTR path)

{
Base2DllInfoMit it = m_loadDllIs.begin();

Base2DllInfoMit end = m_loadDlIs .end();
for(; it = end; ++it)

if(_tcscmp(it - >second - >path.c_str(), path) == 0)

return it - >second.get();
}

return NULL;
}

void FreeDII(CDllInfo * dll);
void FreeMapltem(Base2DlIlInfoM ap::value_type item) { FreeDII(it

- >OptionalHeader.AddressOfEntryPoint);

em.second.get()); }
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CDllILoader(const CDlILoader &);
CDlILoader &operator=(const CDlILoader &);

public:
CDlILoader();
~CDlILoader();

PVOID LoadLibrary(LPCTSTR path);
bool FreeLibrary(PVOID base);
FARPROC GetProcAddress(PVOID base, LPCSTR na me);

i

1 mlP 0P
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s, MWK GOk B, 5 . Lyos/ av ~ 18 K€i1F0.mq A’/ E[ 5
+ A Hef: 1 B¢ § yes/ 7ToHESTIIE®My R Q v/ S - 0.
<= { 2>/ € PE+Cnn o=/ Tt - 1L oA & K
LoadFilek ML o>t g£5c ML - ynloadFilek iy My 0
- K®L o . no A/ B PE zq4 . p . Wr 7 T+
0T TA o Bo.N% W/ b Ar oAua Omu s .

NT % OptionalHeader _ w\ /

P ic ImageBasd€ +Cn ., p TH i T
51/ Tihgos ~HA ' sl o %" ' o.  kE_wi/

, € SizeOflmagel€
#\ FCnn fo3/ 16, — A O - K€~ L~ 0 . SizeOfHeaders€
xn e» . — A O - k€~ L +¢ o. FileHeaderr NumberOfSectionsi€ PE
u, € #V AHy  ©7 "R ©.° NH x _ w\ q PointerToRawData®
SizeOfRawDatd€ ‘' * A ™Hw+ " Bl W, ¢ /' 01 t Eo. VitualAddress¥
Misc.VirtualSizel€ * * y©» >/ TEHT - "O YT Fpoes/ARHENR K€L
T EO.

P Q 2 LoadPEImage, UnloadPEImage Y

bool CDIILoader::LoadFile(CDllInfo * dll)
{
ifstream file(dll - >path.c_str(), ios::in | ios::binary);
if(!file.is_open( )
return false;

IMAGE_DOS_HEADER dos;
IMAGE_NT_HEADERS nt;

file.read((char *) &dos, sizeof(dos));
if(dos.e_magic != IMAGE_DOS_SIGNATURE)
return false;

file.seekg(dos.e_Ifanew);

file.read((char *) &nt, sizeof(nt));

if(nt.Signature 1= IMAGE_NT_SIGNATURE)
return false;

I £Cn"" o- o.

dil - >baseMem.Alloc((LPVOID)(SIZE_T) nt.OptionalHeader.ImageBase
, ht.OptionalHeader.SizeOflmage
, MEM_RESERVE
, PAGE_READWRITE);
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if(dll - >baseMem == NULL)
{
I F£Cnn 1 | F& 50" Oox&E 1 0om DI 3t 0.
dil - >baseMem.Alloc(NULL
, nt.OptionalHeader.SizeOflmage
, MEM_RESERVE
, PAGE_READWRITE);

if(dll - >baseMem == NULL)
return false;

}

N xn T "L O o.

dll - >headerMem.Alloc(dll - >baseMem
, nt.OptionalHeader.SizeOfHeaders
, MEM_COMMIT
, PAGE_EXECUTE_READWRITE);

if(dll - >headerMem == NULL)

return false;

file.seekg(0);
file.read((char *) dll - >headerMem.Get(), nt.OptionalHeader.SizeOfHeaders);

/' A"H 500 0 o.
PIMAGE_SECTION_HEADER sec =dll - >SectionHeader();

int sectionCnt = nt.FileHeader.NumberOfSections;
dll - >sectionMem = new CAutoArray<CVirtualMemory>(sectionCnt);
CAutoArray<CVirtualMemory> &sectionMem = *dl| - >sectionMem;

for(in  ti=0; i<sectionCnt; ++i)
{
N A HL — o=~ L O o.
sectionMem[i]. Alloc(GetPtr(dll - >baseMem, secfi].VirtualAddress)
, sec[i].Misc.VirtualSize
, MEM_COMMIT
, PAGE_EXECUTE_READWRITE);

if(sectionMem  [i] == NULL)
return false;

N 1t AHud+ " B,/ W/ A gt Fo.
if(secfi].SizeOfRawData > 0)
file.seekg(sec]i].PointerToRawData);
file.read((char *) sectionMem([i].Get(), sec]i]. SizeOfRawData);

}
}

return true;

}
void CDllLoader::UnloadFile(CDllInfo * dll)

if(dll - >sectionMem)
delete dll - >sectionMem;

dll - >headerMem.Free();

dil - >baseMem.Free();

}
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P Q 3 Reloc Y

bool CDllLoader::Relo c(CDllInfo *dII)
{
PVOID base =dll - >Base();
PIMAGE_NT_HEADERS nt =dll - >NTHeader();
DWORD_PTR relDelta = (DWORD_PTR) base - (DWORD_PTR) nt - >OptionalHeader.ImageBase;
. p £Cn 1 +£8 571/ Ty . tag =~HAD %" ' 0.

if(relDelta == 0)
return true;

I =HA N'HE "€, 123 ~HAD @ ®»'o.
IMAGE_DATA_DIRECTORY rdd = dll - >DataDirectory(IMAGE_DIRECTORY_ENTRY_BASERELOC);
if(rdd.Size == 0)

return false;

int relCnt;

WORD *relinfo;
DWORD relType;
DWORD relOffset;
PVOID relBase;
DWORD_PTR *rdPatch;

IMAGE_BASE_RELOCATION *reloc;
reloc = (IMAGE_BASE_RELOCATION *) GetPtr(base, rdd.VirtualAddress);
while(rdd.Size > 0)

{
I ~HA .1 57, aHA , o, a6 cuol o,
relBase = GetPtr(base, reloc - >VirtualAddress);
relCnt = (reloc - >SizeOfB lock - sizeof(IMAGE_BASE_RELOCATION)) / sizeof(WORD);

relinfo = (WORD *) GetPtr(reloc, sizeof(IMAGE_BASE_RELOCATION));

/I ~HAD ® 0.
for(int i=0; i<relCnt; ++i)

relType = rellnfo[i] >> 12;
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if(relType == IMAGE_REL_BASED  _HIGHLOW)
{

relOffset = rellnfo[i] & OxOfff;
relPatch = (DWORD_PTR *) GetPtr(relBase, relOffset);
*relPatch += relDelta;

}
}

Il od ~HA wuqT +e 0.
rdd.Size  -=reloc ->SizeOfBlock;
reloc = (IMAGE_BASE_RELOC ATION *) GetPtr(reloc, reloc - >SizeOfBlock);

}

return true;

}
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P a 4 BuildIAT Y
bool CDllLoader::BuildIAT(CDllInfo * dll)

PVOID base = dll - >baseMem;

IMAGE_DOS_HEADER *dos = (IMAGE_DOS_HEADER *) base;

IMAGE_NT_HEADERS *nt = (IMAGE_NT_HEADERS *) GetPtr(dos, dos - >e_Ifanew);
IMAGE_DATA_DIRECTORY idd =nt ->Opti onalHeader.DataDirectory[IMAGE_DIRECTORY_ENTRY_IMPORT];

if(idd.Size == 0)
return true;

IMAGE_IMPORT_DESCRIPTOR *idesc = (IMAGE_IMPORT_DESCRIPTOR *) GetPtr(dos,
idd.VirtualAddress);
IMAGE_THUNK_DATA *iat, *ilt;

FARPROC func;
HMODULE module;
char *dlIName;

bool complete = false;
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I/ DLL$° L Ao o.
while(idesc - >Name)

{

dliName = (char *) GetPtr(base, idesc - >Name);
module = ::LoadLibraryA(dlIName);
if('lmodule)

goto $cleanup;

i pv A | oJ] LAo o.
i at = (IMAGE_THUNK_DATA *) GetPtr(base, idesc - >FirstThunk);
ifidesc - >OriginalFirstThunk)
ilt = (IMAGE_THUNK_DATA *) GetPtr(base, idesc - >OriginalFirstThunk);
else
ilt = iat;
for(; ilt - >ul.AddressOfData; ++ilt, ++iat)

if (it ->ul.Ordinal & 0x80000000)

func = ::GetProcAddress(module, (LPCSTR) (ilt - >ul.Ordinal & Ox7fffffff));
}
else
PIMAGE_IMPORT BY_NAME ibn = (PIMAGE_IMPORT_BY_NAME) GetPtr(base, lt -
>ul.AddressOfData);
fun c = ::GetProcAddress(module, (LPCSTR) ibn - >Name);
}
if(Yfunc)

goto $cleanup;

jiat - >ul.Function = (DWORD)(DWORD_PTR) func;
}

++idesc;

}

complete = true;

$cleanup:
if(lcomplete)

for_each(dll - >modules.begin (), dll - >modules.end(), ::FreeLibrary);
dll - >modules.clear();

}

return complete;

}
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