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⌂ẋῷ҇ ⁄Ἄ ṒΌ ᴛ͎מᵾᴛ ▀ ̆ ▓ѻ. ᾎᾅ  ᴛ͎מḒ⁄ ̕ᾔ╪ ᵤ╖ᶒ ѻὡ╥ PC 

ṒΌ ᴛ͎ע ˌḛ⁄ ⁴ ѻ. ◓ ҥẄ ῷ Visual C++ ἠἪ ᾎừ̓ Microsoft Visual C++ 

MVPᴛ ҿ ̆ ▓ѻ. C₮ C++, Programming ⁄ ̕  ╪‒͙ᵑ ꜜῷ ѻ. 

 

■ ᶆᶘ 

DLL╙ ֹו♪ ᴛӹ Ἄ ὡ ▓Ѥ ʺ◑  ◑♩╘ ṒΌἛ╪ѻ. ͐╥ ῸἛ ἵ ╙‫ ≢‡╥ ˿↕ 

ѻ‚  ᴴ  ͙ὥ╙ Ợ↔ ѻ. ҍṨṪ╪  Ḹל⁄ ἶ Ѥ ͙ὥө╪ѻ. ♬ DLL╥ IAT, EAT

Ӯ╙ ṉⱳ ̆ ӥ ἠἪ╙ ḕξ͙ҵ ̆, В ὡ ╪ẇ╪Ϯ В ӥᵑ ṉⱳ Ѥ ▀ҵ ᾔ

ᾔ ˭ ▀‡ϱѻ. ҉⁷  LoadLibraryה ᾎᾅ  ╙ Ợ↔  ҵ ↕ᵙʺ ∟  ΏѤ ̐╖ᴛ תּ

Ⱡ‡̾╙ Е˵ ͙לҵ ѻ. ֞  ͎˦╪ ῸἛ ӥ▀ ὡҵ ▓ѻ. ᾅ  DLL ᴛҗᵑ Ợ↔ ѻᶔ 

ױ͎  ╙ ↕ Ἄ DLL╙ Ợ↔  ὡ ▓ѻ. ֞  ᶉᶛᵙỮ╥ ʻꜙ DLL ө╪ ӈ( ӈ) 

Ữ ˤ♩ תּ╬ Ѥ ↔ҵᴛ Ợ↔  ὡҵ ▓ѻ. 

 

Introduction  

͐⁄ ▬‰  DLL ᴛⱡ ʺ ▓ѻᶔ ᴛⱡ ╥ ἶἛ ⁄ ө‡ʺ Ṓҵᴜ ▫. ͎̐⁄Ἄ ᵠ

⁄Ἄ ͕̆ ╙ ἐ ѻ. < ᶔ 1>̓ ˉ╘ ѻ╪ῼᴛ͎ʺ Ϯ₤ ˦╪ѻ. < ᶔ 1>╘ ּתϱ ᾎʼ⁄ 

ᵣө‴Қ dummydll ╥ ᴛⱡ  ἶἛ ╪ѻ. ͙ל רἵᵑ ủ Ṓ▫. ͎̐╪ ẋ‡▓ѻᶔ ҉ 

DLL╥ ᴛӹ ḴּתѤ 0x10000000╪ ӈѻ. 

 

 ᴛ͎ע⁄Ἄ Ợ↔ Ѥ A, B, C, Dה Л ˌ╥ DLL╪ ▓ѻ̆ Ỹʻ  Ṓ▫. Л ˌ╥ ͙ל רἵʺ 

ᶛӎ ͙ṕ ˃╖ᴛ ּת♬Ӈ‴ѻᶔ A, B, C, D ᶛӎ 0x10000000 Ḵּת⁄ ᴛӹӇᴎ̆  ˦╪ѻ. ּת

ᵣ ᴛἝᾅ╥ לἵ ̑ʼ⁄ 0x10000000 ḴּתѤ Ϯḗ⁄ ′ѻ. ˺̰ Ϯᵾּת Ἕ ˌ╥ DLL╘ ѻᵐ 

↔ἵᵑ Ợל ἵʺ ḕϔ˭ Ӈᶔ ♥ҍל ἵ⁄ ᴛӹӉ ὡ ḗ⁄ ′ѻ. ᴛӹל  ˦╘ ḙӥᾎ ḕϕ ל

ἵ⁄ ҉ Ѥ ˃╖ᴛ ̆  ╥ᴛӹӈ ѻᵐ DLL ⁄תΏ╖ᶔ 0x10000000 Ḵּ תѻ. ͎ᴅּ ‒‡ל 

ᶉᶛᵙ ₅⁵╙ ⱳ ˭ ӈѻ. PE ᵶ⁄ἌѤ ╪ᴅ˭ ̆ Ѥ ̐╙ ◓Ḥ ‒‡ל   ἠἪ⁄ ᶛῷ

Ἄ ♇◑  ӎ̆ ▓ѻ. 

 

mailto:pop@jiniya.net
http://www.jiniya.net/
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ᶑ 1 DLL╢ ͖Ṓ ᴘӢ דἲ Ṇ˼  

 

PE ᵶ⁄ ◓Ḥ  Ͽ↔╪ Ӈ‡ ▓̆, ◓Ḥ  ̓♬╘ ♣♠╖ᴛ ⇔₅ Ⱡʺ ῼῷἌ ᵙ  ͙ל

ԅᶷ⁄ ͙ל רἵᵑ ♬ Ѥ ▬‰╪ ᶴ╥Ḉ ˭ ѢΜֿפ ὡ ▓ѻ. ּתᵣ  ʺּת җ Ỹʻ ‒ 

Ѥ ˦╘ ыʺ ӧ ◓Ḥ  ▬‰╙ Ѥ ҥѤ CPU ᾎʼ╪ ἵᶛӇ̆, ͎ױ  ˦ө╪ ᶛ╪ᶔ ᶴᾎ 

ᶣ  ᾎʼ╪ ӈѻѤ ♩╪ѻ. ╪ ᾎʼ╘ ̆ᾅה  ᴛ͎ע╥ ᴛӹ ἶҵᵑ ּ⁷תᾎ Ѥ ⅝╬╪ ӈ

ѻ. ӻגἌ  ᴛⱡ ᵑ ─ Ἄ ᵣө‡ֿב DLL╪גᶔ ͙ל רἵᵑ ♠♥ ˭ ṪḤ Ἄ ◓Ḥ  ▬

‰╪ ḛỸ  .Ѥ ˦╪ ꜜ╘ ᾋ̕╪ѻל ‡Ώҵᴜ ᵣө תּ

 

▫ᾐ╪ ᵣӧ DLL╪ ῷѱגἌ ͙ל רἵᵑ ṉ˿  ὡ ′Ѥ ˿↕גᶔ Visual C++ ┬ ᵙ ⁄ 

Ӈ‡ ▓Ѥ rebaseה ҵ̯ᵑ Ợ↔ ᶔ ὺ˭ ͙ל רἵᵑ ṉ˿  ὡ ▓ѻ. dummydll.dll ל ר͙ ╥

ἵᵑ 0x30000000╖ᴛ ḕξ̆ ᾘѻᶔ ῷמ₮ ˉ╪ ᶘᴖ ᴟ ⁄Ἄ ░ᴏ ᶔ ӈѻ. 

 

rebase ŕd 0x30000000 dummydll.dll  

 

◐ḡ  Ἓἧ 

◓Ḥ  ἠἪ╙ ṪἍ ͙ ♣⁄ ʺ◑ ᶀ♇ ‒  ▀╘ PE ᵶ⁄Ἄ ◓Ḥ  ἠἪ╙ Ѥ ˦╪ѻ. 

◓Ḥ  ἠἪ╥ ♬ṒѤ NT җ╥ OptionalHeader ̯ⱳ ╥ DataDirectory⁄ ♇◑Ӈ‡ ▓ѻ. 

DataDirectory[IMAGE_BASE_RELOCATION] ṨṪ╪ ◓Ḥ  ἠἪ╥ ♬Ṓᵑ ҅̆ ▓Ѥ ̐╪ѻ. 

 

◓Ḥ  ἠἪ╘ ⁴ױ ˌ╥ ◓Ḥ  ẇᴜ╙ ʺּ̆ת ▓ѻ. <͎ᵝ 1>⁄ ◓Ḥ  ẇᴜ╥ ̯ⱳʺ Ϯ₮ ▓

ѻ. ʻ ◓Ḥ  ẇᴜ╘ 4ḕ╪ ╪ἵ₮ 4ḕל ר͙ ╥ ╥ ẇᴜ ͙ ͎ᵙ̆ Nˌ╥ ◓Ḥ  ♬Ṓᵑ 

ѻ. ʻ ◓Ḥ▓ ̆תּʺ  ♬ṒѤ 2ḕ╪ ᴛ ̯ἛӇᶒ Ữ─ 4ẋ Ѥ ◓Ḥ  ░╙, ─ 12ẋ Ѥ 

◓Ḥ  ὡ  Ḵּת⁄ ҍ  ₡ ἥ╙ ♇◑ ̆ ▓ѻ. 
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͋ᵚ 1 ◐ḡ  ♩ṏ 

 

◓Ḥ  ẇᴜ⁄ ҍ Ἄ ⸗ җ ủ Ṓҵᴜ ▫. ◓Ḥ  ẇᴜ⁄ ӈ ◓Ḥ  ♬Ṓ╥ ˌὡѤ ŗ(ẇ

ᴜ ͙ ŕ 8) / 2 Řŋ  Ἄ ̯ ᶔ ӈѻ. ◓Ḥ ᵑ ὡ ‒  ҍỮ לἵѤ ŗ͙ ₡ + ἵל ר ἥŘ

╪ ӈѻ. ╪ ˃╘ RVA╪͙ ԅᶷ⁄ ᴛ͎ע╙ ᴛӹ  ḽ╪ᾅ לἵᵑ җ ᾒⱠ ◓Ḥ ╪˃ ר ל 

ἵʺ ӈѻ. ◓Ḥ  ♬Ṓ⁄ ӈ ░╘ ỢᾒỮ  ╥Ḉʺ ′ѻ. 32ẋ  PE ᵶ╥ ˿↕Ѥ 

IMAGE_REL_BASED_HIGHLOW̋ Ợ↔Ӈᶒ, 64ẋ  PE ᵶ╥ ˿↕⁄Ѥ IMAGE_REL_BASED_DIR64

ʺ Ợ↔ӈѻ. 

 

◓Ḥ  ẇᴜ╥ Ͽ↔╙ ᶛӎ Ὸ ѻᶔ ◓Ḥ ᵑ ὡ Ѥ Ḣḹ╘ ʼѾ ѻ. ᴛ͎ל ר͙ ╥ע

ἵ(NT җ╥ OptionalHeader.ImageBase)₮ ᴛӥ  ᾒⱠ לἵ╥ ╪ᵑ deltăג  ԅ⁄, ʻ ♬

Ṓ⁄ ҉ Ѥ ᾒⱠ ◓Ḥ ̯ ἵᵑל  Ἄ ͎ ̐⁄ delta ᵣ  җ  .ᶔ ӈѻל

 

 

ᶑ 2 dummydll.dll ╢ ◐ḡ  Ἓἧ 

 

< ᶔ 2>⁄Ѥ ּתϱ ᾎʼ⁄ ↕ᵙʺ ᵣө‴Қ dummydll.dll ╥ ◓Ḥ  ἠἪ╪ Ϯ₮▓ѻ. ♬Ṓᵑ ʼ

Ѿ  ṪἍ  Ṓҵᴜ ▫. Ⱡ▀ ╛⁄ ▓Ѥ 4ḕ╪  ἵʺ ӈѻ. ѻ╛⁄ ₡Ѥל ר͙ ╪00001000 

0000000CѤ ◓Ḥ  ẇᴜ╥ ͙ᵑ Ϯ Ёѻ. 12ḕ╪  ╪͙ ԅᶷ⁄ ᾒⱠᴛ ╪ ̐⁄ ӈ ◓Ḥ

 ♬ṒѤ 2ˌגѤ ˦╙ ῼ ὡ ▓ѻ. ѻ╛⁄ ₡Ѥ 3025₮ 3045ʺ ╪ ◓Ḥ  ẇᴜ⁄ ӈ ♬Ṓ

ʺ ӈѻ.  ⁄ ▓Ѥ 3╘ ◓Ḥ  ░╖ᴛ IMAGE_REL_BASED_HIGHLOWŋ Ϯ Ёѻ. ᾒⱠ ◓Ḥ

ᵑ ὡ ‒  ӎ ̱ҥ╥ לἵѤ 00001025₮ 00001045ʺ ӈѻ. ╪‡ּתѤ Ͽ↔╘ ѻ╛ ẇᴜ⁄ 

̕  ♬Ṓѻ. ѻ╛ ẇᴜ╥ ͙ל רἵѤ 00002000╪̆ ͙Ѥ 0000000C̋  ӈѻ. ◓Ḥ  ♬ṒѤ 

ʻʻ 300C₮ 3010╪ ӈѻ. 
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ḓᾂ 1 ‾ӭῶ ╧‎͖ 

⁪ӰΌ╪ה ḕ╪ ᵑ ♇◑ Ѥ ὣἌᵑ ᵦ ѻ. ˭ ᵙ  ⁪ӰΌ₮ Ẍ ⁪ӰΌ╪גѤ ӎ ꜙᵆ╥ 

Ḣᾏ╪ ▓ѻ. ᵙ  ⁪ӰΌ╘ ─ ḕ╪ ᵑ ᶉᶛᵙ Ữ╥ ʺ◑ ϻ╘ Ḵּת⁄ ♇◑ Ѥ Ḣᾏ╪̆, 

Ẍ ⁪ӰΌ╘ Ữ─ ḕ╪ ᵑ ᶉᶛᵙ Ữ╥ ʺ◑ ϻ╘ Ḵּת⁄ ♇◑ Ѥ Ḣᾏ╪ѻ. 0x01020304גѤ 

ҥ╪ ᵑ ♇◑ ѻ̆ ╙ ԅ ᵙ  ⁪ӰΌ╘ 0x04, 0x03, 0x02, 0x01 ὣἌᴛ ♇◑ ̆, Ẍ ⁪ӰΌ

╘ 0x01, 0x02, 0x03, 0x04 ὣ╖ᴛ ♇◑ ѻ. ↕ᵙʺ Ợ↔ Ѥ x86 ́⁸╥ Intel CPUѤ ᵙ  ⁪Ӱ

Ό Ḣᾏ╙ Ợ↔ ѻ. 

 

< ᶔ 2>╥ ҥ╪ ᵑ ѻᾎ Ḵ Ṓ▫. ╛ 4ḕ╪ ʺ 0x00, 0x10, 0x00, 0x00╪ѻ. Intel CPUѤ 

ᵙ  ⁪ӰΌ Ḣᾏ╙ Ợ↔ ѻ̆ ͙ ԅᶷ⁄ ᶔỮ⁄ ᾎӈ Ͽ↔╙ ˞ξᴛ ▄‡ ө⁴‒ ѻ. 

͎ᴅ˭ ▄‡ ө╪ᶔ ᾒⱠ ҥ╪ Ѥ 0x00001000╪ ӈѻ. ᵣ– Ẍ ⁪ӰΌ╪גᶔ ╪ ˃╘ 

0x00100000╪ Ӊ ˦╪ѻ. 

 

DLL ᴘҔ╢ ♆ ♅╩ ̬Ɑ 

╪Ḵ ᾎʼ⁄ Ⱡ▬  Ṗ DLL ᴛҗ מᾅ╥ ♣ ♠╬ ̯ⱳʺ <ᵙᾅ  1>⁄ Ϯ₮▓ѻ. ᴛҗ מ

ᾅ╥ ♣  ̯ⱳᵑ ủ  Ṓҵᴜ ▫. ᴛҗ מᾅ⁄Ἄ ʺ◑ ᾔ♠╬ Ͽ↔╘ DLL ♬Ṓᵑ ♇◑

Ѥ CDllInfo מᾅ₮ ᴛӥ  DLL╥ ᶜᴜ╙ ♇◑ ̆ ▓Ѥ m_loadDllsѻ. 

 

CDllInfo מᾅ⁄Ѥ ᴛӥ  DLL╥ ˿ᴛ, ҉ DLL⁄Ἄ Ợ↔ ̆ ▓Ѥ ѻᵐ DLL ᶜᴜ, ᴛӥ ὡ, 

͎ᵙ̆ DLL╙ ᴛӥ Ѥҥ Ợ↔ӈ ᶉᶛᵙ ̑ʼ⁄ ҍ  ╬ ʺ ♇◑ӈѻ. ᴛӥʺ Ἓ̑♠╖ᴛ ╪

ᴴ‡ּתᶔ ᴛӥ ̓♬⁄Ἄ ỸἛӈ CDllInfoʺ m_loadDlls⁄ ʺӈѻ. 

 

ᵖᾂ  1 CDllLoader כᾂ 
class CDllLoader  
{  
private:  
  typedef BOOL (CALLBACK *DllMainFunc)(HINSTANCE, DWORD, LPVOID);  
  typedef std::basic_string<TCHAR> tstring;  
 
  class CDllInfo  
  {  
  public:  

    tstring path; // dll ˿ᴛ 

    list<HMODULE> modules; // Ợ↔  DLL ᶜᴜ 

    DWORD ref; // ᴛӥ ὡ 

 

    CVirtualMemory baseMem;  // ḽ╪ᾅ לἵ 

    CVirtualMemory headerMem;  // җ ♇◑ ̑ʼ 

    CAutoArray<CVirtualMemory> *sectionMem;  // ἠἪ Ͽ↔ ♇◑ ̑ʼ 

 
  public:  
    PIMAGE_NT_HEADERS NTHeader()  
    {  
      PIMAGE_DOS_HEADER dos = (PIMAGE_DOS_HEADER) baseMem.Get();  
      PIMAGE_NT_HEADERS nt = (PIMAGE_NT_HEADERS) GetPtr(dos, dos - >e_lfanew);  
      return nt;  
    }  
 
    PIMAGE_SECTION_HEADER SectionHeader()  
    {  
      PIMAGE_NT_HEADERS nt = NTHeader();  
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      return (PIMAGE _SECTION_HEADER) GetPtr(nt, sizeof(*nt));  
    }  
 
    IMAGE_DATA_DIRECTORY &DataDirectory(DWORD type)  
    {  
      PIMAGE_NT_HEADERS nt = NTHeader();  
      return nt - >OptionalHeader.DataDirectory[type];  
    }  
 
    PVOID Base()  
    {  
      return (PVOID) base Mem; 
    }  
 
    HINSTANCE Instance()  
    {  
      return (HINSTANCE) Base();  
    }  
 
    BOOL DllMain(DWORD reason)  
    {  
      PIMAGE_NT_HEADERS nt = NTHeader();  
      DllMainFunc func = (DllMainFunc) GetPtr(Base(), nt - >OptionalHeader.AddressOfEntryPoint);  
      return func(Instance(), reason, 0);  
    }  
  };  
 
  typedef boost::shared_ptr<CDllInfo> DllInfoPtr;  
  typedef map<PVOID, DllInfoPtr> Base2DllInfoMap;  
  typedef map<PVOID, DllInfoPtr>::iterator Base2DllInfoMit;  
 

  Base2DllInfoMap m_loadDlls; // ᴛӥ  dll ᶜᴜ 

  CRITICAL_SECTION m_csLoadDlls;  
 
private:  

  bool LoadFile(CDllInfo * dll); // dll ▀ ᴛӥ 

  void UnloadFile(CDllInfo * dll); // dll ▀ ᶉᶛᵙ Ⱡ 

  bool Reloc(CDllInfo *dll); // ◓Ḥ  

  DWORD IsBound(CDllInfo * dll); //  ḕ⇔ӥӈ dll  ˤỢ תּ╬

  bool BuildIAT(CDllInfo * dll); // IAT ▬Ἓ 

  bool ProtectDll(CDllInfo * dll); // ἠἪ ṒΌ ἶἛ ⱳ♥ 

  DWORD GetModuleTimeStamp(PVOID base); // ♬ ᶛӢ╥ ▐ ᾅ  ˃ ᵙ  

 
 

  // base לἵ⁄ ҉ Ѥ ♬Ṓ ̯ⱳ  ᵙ  

  CDllInfo * GetDll(PVOID base)  
  {  
    Base2DllInfoMit  it = m_loadDlls.find(base);  
    if(it == m_loadDlls.end())  
      return NULL;  
    return it - >second.get();  
  }  
 

  // ˿ᴛ⁄ ҉ Ѥ ♬Ṓ ̯ⱳ  ᵙ  

  CDllInfo * GetDll(LPCTSTR path)  
  {  
    Base2DllInfoMit it = m_loadDlls.begin();  
    Base2DllInfoMit end = m_loadDlls .end();  
    for( ; it != end; ++it)  
    {  
      if(_tcscmp(it - >second - >path.c_str(), path) == 0)  
        return it - >second.get();  
    }  
 
    return NULL;  
  }  
 
  void FreeDll(CDllInfo * dll);  
  void FreeMapItem(Base2DllInfoM ap::value_type  item) { FreeDll(it em.second.get()); }  
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  CDllLoader(const CDllLoader &);  
  CDllLoader &operator=(const CDllLoader &);  
 
public:  
  CDllLoader();  
  ~CDllLoader();  
 
  PVOID LoadLibrary(LPCTSTR path);  
  bool FreeLibrary(PVOID base);  
  FARPROC GetProcAddress(PVOID base, LPCSTR na me);  
};  

 

╪╖ ᶆᶘᵖ ἳ╓ᴘ 

╪Ⱡ DLL╙ ᴛӹ ͙ ─  ͙ṕ ּתᾏ╘ ᶛӎ ˇ ‴ѻ. ╪Ⱡ ᾒⱠ♠╖ᴛ DLL╙ ᴛӹ  Ṓҵᴜ 

▫. ͎  Ḵ  Ѿ́Ѥ ▀╥ Ͽ↔╙ ᶉᶛᵙ⁄ ♠♥ ˭ ᴛӹ Ѥ ˦╪ѻ. ּתϱ ᾎʼ⁄ ἒᶘ ӭ

╪ ἠἪ ҥ╪ ╥ ▀ ₡ ἥ̓ ᶉᶛᵙ⁄ ᴛӹӇѤ לἵѤ ▀ ╥ל ⁄Ώ͙ ԅᶷ תּ ‒ ѻ. 

 

<ᵙᾅ  2>⁄Ѥ PE ╪Ḉּתᵑ ᶉᶛᵙ⁄ ᴛӥ ̆ ͎˦╙ ѻᾎ Ⱡ Ѥ ὡʺ Ϯ₮▓ѻ. 

LoadFile╘ ▀╙ ᶉᶛᵙᴛ ₤ᵙѤ ▀╙ ̆, UnloadFile╘ ᴛӥӈ ▀ ҥ╪ ᵑ ᶉᶛᵙ⁄Ἄ Ⱡ

˞ Ѥ ▀╙ ѻ. ּתϱ ᾎʼ⁄ ἒᶘ  PE ᵶ╥ ͙ṕ ̯ⱳᵣ ♬ ˭ ╪ ̆ ▓ѻᶔ ἵᾅѤ 

ὺ˭ ṪἍ  ὡ ▓ѻ. ַא⅝  ӥ⁄ ҍ Ἄᵣ ѻᾎ ủ Ṓҵᴜ ▫. 

 

NT җ╥ OptionalHeader ̯ⱳ ⁄ ▓Ѥ ImageBaseѤ ╪Ḉּת╥ ͙ṕ ᴛӹ לἵᵑ ҅̆ ▓ѻ. 

ἵ⁄ ᴛӥӈѻᶔ ◓Ḥל ҉  ̓♬╙ ὡ  ⅝ʺ ′ѻ. ˉ╘ ̯ⱳ ⁄ ▓Ѥ SizeOfImageѤ 

♣  ╪Ḉּתᵑ ᶉᶛᵙ⁄ ᴛӹ ͙ ─ Ἄ Ṓ ‒ Ѥ ̑ʼ╙ ҅̆ ▓ѻ. SizeOfHeadersѤ 

җᵑ ♇◑ ͙ ─ Ἄ Ṓ ‒ Ѥ ̑ʼ╙ ╥Ḉ ѻ. FileHeader╥ NumberOfSectionsѤ PE 

▀⁄ ҅˵▓Ѥ ♣  ἠἪ╥ ˌὡᵑ ʺּ̆ת ▓ѻ. ʻ ἠἪ җ ̯ⱳ ╥ PointerToRawData₮ 

SizeOfRawDataѤ ʻʻ ἠἪ ҥ╪ ʺ ▓Ѥ ▀╥ ₡ ἥ̓ ͙ᵑ Ϯ Ёѻ. VirtualAddress₮ 

Misc.VirtualSizeѤ ʻʻ ᶉᶛᵙ⁄ ᴛӹӇ‡‒  ʺỮ לἵ₮ ᶉᶛᵙ⁄Ἄ ἠἪ╪ ּת Ѥ ̑ʼ╙ 

Ϯ Ёѻ. 

 

ᵖᾂ  2 LoadPEImage, UnloadPEImage Ὕ 
bool CDllLoader::LoadFile(CDllInfo * dll)  
{  
  ifstream file(dll - >path.c_str(), ios::in | ios::binary);  
  if(!file.is_open( ))  
    return false;  
 
  IMAGE_DOS_HEADER dos; 
  IMAGE_NT_HEADERS nt;  
 
  file.read((char *) &dos, sizeof(dos));  
  if(dos.e_magic != IMAGE_DOS_SIGNATURE)  
    return false;  
 
  file.seekg(dos.e_lfanew);  
  file.read((char *) &nt, sizeof(nt));  
  if(nt.Signature != IMAGE_NT_SIGNATURE)  
    return false;  
 

  // ╪Ḉּת ̑ʼ ₉– ѻ.  

  dll - >baseMem.Alloc((LPVOID)(SIZE_T) nt.OptionalHeader.ImageBase  
          , nt.OptionalHeader.SizeOfImage  
          , MEM_RESERVE 
          , PAGE_READWRITE);  
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  if(dll - >baseMem == NULL)  
  {  

    // ╪Ḉּתᵑ ᴛӥ  ḽ╪ᾅ לἵʺ Ợ↔ ַא╬ ˿↕ ѻᵐ לἵᵑ ҉ ѻ.  

    dll - >baseMem.Alloc(NULL  
            , nt.OptionalHeader.SizeOfImage  
            , MEM_RESERVE 
            , PAGE_READWRITE);  
 
    if(dll - >baseMem == NULL)  
      return false;  
  }  
 

  // җᵑ ᴛӥ  ̑ʼ╙ Ṓ ѻ.  

  dll - >headerMem.Alloc(dll - >baseMem 
            , nt.OptionalHeader.SizeOfHeaders  
            , MEM_COMMIT 
            , PAGE_EXECUTE_READWRITE); 
   
  if(dll - >headerMem == NULL)  
    return false;  
 
  file.seekg(0);  
  file.read((char *) dll - >headerMem.Get(), nt.OptionalHeader.SizeOfHeaders);  
 

  // ἠἪ ♬Ṓᵑ Ὸ ѻ.  

  PIMAGE_SECTION_HEADER sec = dll - >SectionHeader();  
 
  int sectionCnt = nt.FileHeader.NumberOfSections;  
  dll - >sectionMem = new CAutoArray<CVirtualMemory>(sectionCnt);  
  CAutoArray<CVirtualMemory> &sectionMem = *dll - >sectionMem;  
 
  for(in t i=0; i<sectionCnt; ++i)  
  {  

    // ἠἪ╙ ─  ᶉᶛᵙ ̑ʼ╙ Ṓ ѻ.  

    sectionMem[i].Alloc(GetPtr(dll - >baseMem, sec[i].VirtualAddress)  
              , sec[i].Misc.VirtualSize  
              , MEM_COMMIT 
              , PAGE_EXECUTE_READWRITE); 
     
    if(sectionMem [i] == NULL)  
      return false;  
 

    // ᴛӥ  ἠἪ ҥ╪ ʺ ▓Ѥ ˿↕⁄ ▀⁄Ἄ ▄‡ ₣ѻ.  

    if(sec[i].SizeOfRawData > 0)  
    {  
      file.seekg(sec[i].PointerToRawData);  
      file.read((char *) sectionMem[i].Get(), sec[i].SizeOfRawData);  
    }  
  }  
 
  return true;  
}  
 
void  CDllLoader::UnloadFile(CDllInfo * dll)  
{  
  if(dll - >sectionMem)  
    delete dll - >sectionMem;  
 
  dll - >headerMem.Free();  
  dll - >baseMem.Free();  
}  

 

ḓᾂ 2 ♩ᴎ 

NT җ╥ OptionalHeader⁄Ѥ ӎ ˌ╥ ♬ᴑ ӥʺ ▓ѻ. ▀ ͙ ♬ᴑ╙ Ϯ ϿѤ 

FileAlignment₮ ᶉᶛᵙ ⁄Ἄ╥ ♬ᴑ╙ Ϯ ϿѤ SectionAlignment  ӥʺ ͎˦╪ѻ. ♬ᴑ╪תּ ה

♬ӈ ˃╥ Ḥὡʺ Ӈ˭ ͙Ϯ ₡ ἥ╙ ᵭ Ѥ ─ᵑ ᵦל ‡ ѻ. ὺ˭ ᵦ ᶔ ♬ᴑ ͙ר⁄ 
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ᵭ Ἄ ₤ᵝ ѻ̆ Ỹʻ ᶔ ӈѻ.  

 

♬ᴑ ͙₉ ╥↕˿ ╬8 ╪רᵑ ủ  Ṓ▫. ╪ ˿↕⁄ 14ה ˃╙ Ѿ─⁄ ᵭ˭ ♬ᴑ ᶔ 16╪ ӈѻ. 

7╙ ♬ᴑ ᶔ 8, 2ᵑ ♬ᴑ ᶔ 8, 22ᵑ ♬ᴑ ᶔ 24ʺ ӈѻ. ͎ᴅѻᶔ ╪ᴅ˭ ♬ᴑ Ѥ ӥѤ ‡

֒˭ ᵣө ὡ ▓╙ͥ? ♬ᴑ Ѿ─ʺ 2╥ Ḥὡ╬ ˿↕⁄Ѥ ῷמ₮ ˉ╘ ʼѾ  ӥᵑ Ợ↔ ᶔ ӈ

ѻ. 2╥ Ḥὡʺ ῷѳ ˿↕גᶔ AND ҍᾐ Ϯы͙ ⁷ụ╙ ᶔ ӈѻ. srcʺ ♬ᴑ⁄ ᵭ ᴎѤ ˃╪

̆, align╪ ♬ᴑ Ѿ─ʺ ӈѻ. dest⁄ ♬ᴑӈ ˃╪ ө‡ʼѻ. 

 

int src = 7;  

int align = 8;  

int dest  = (src + align - 1) & ~(align -1); 
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DLL╙ ᶉᶛᵙ⁄ ᴛӹ ѻᶔ ╪Ⱡ  ˦╘ ♥ҍ לἵᵑ ʺֿב ӥө╙ ὡ♬ ▬ ╪ .Ѥ ˦╪ѻל 

‰╘  Ἄ ἒᶘ  ◓Ḥ  ἠἪ╙ Ἄ ╪ᴴ‡ֿבѻ. ◓Ḥ ᵑ ὡ Ѥ ᾒⱠ ὡ ӥʺ <ᵙᾅ

 3>⁄ Ϯ₮ ▓ѻ. ╪ ʺ ◄ Ӈּת ΏѤѻᶔ   ⁄ ▓Ѥ ◓Ḥ  ἠἪ╥ ̯ⱳᵑ ѻᾎ Ḵ Ṓҵ

ᴜ ▫. ͙ṕ ᴛӹ לἵ⁄ ᴛӥӈ ˿↕₮ ◓Ḥ  ἠἪ╪ ′Ѥ ˿↕Ѥ ◓Ḥ ᵑ ὡ  ὡ ′ѻ

Ѥ Ợᾒ╙ ᶘᾔ ‒ ѻ. 

 

ᵖᾂ  3 Reloc Ὕ 
bool CDllLoader::Relo c(CDllInfo *dll)  
{  
  PVOID base = dll - >Base();  
  PIMAGE_NT_HEADERS nt = dll - >NTHeader();  
  DWORD_PTR relDelta = (DWORD_PTR) base -  (DWORD_PTR) nt - >OptionalHeader.ImageBase;  
 

  // ͙ṕ ╪Ḉּת ḽ╪ᾅ לἵ⁄ ᴛӥӈ ˿↕גᶔ ◓Ḥ ᵑ  ⅝ʺ ′ѻ.  

  if(relDelta == 0)  
    return true;  
 

  // ◓Ḥ  ἠἪ╪ ′Ѥ ˿↕גᶔ ◓Ḥ ᵑ ὡ  ὡ ′ѻ.  

  IMAGE_DATA_DIRECTORY rdd = dll - >DataDirectory(IMAGE_DIRECTORY_ENTRY_BASERELOC);  
  if(rdd.Size == 0)  
    return false;  
 
  int relCnt;  
  WORD *relInfo;  
  DWORD relType;  
  DWORD relOffset;  
  PVOID relBase;  
  DWORD_PTR *relPatch;  
   
  IMAGE_BASE_RELOCATION *reloc;  
  reloc = (IMAGE_BASE_RELOCATION *) GetPtr(base, rdd.VirtualAddress);  
  while(rdd.Size > 0)  
  {  

    // ◓Ḥ ἵ, ◓Ḥל ר͙   ˌὡ, ♬Ṓ ᶜᴜ╙ ̯ ѻ.  

    relBase = GetPtr(base, reloc - >VirtualAddress);  
    relCnt = (reloc - >SizeOfB lock -  sizeof(IMAGE_BASE_RELOCATION)) / sizeof(WORD);  
    relInfo = (WORD *) GetPtr(reloc, sizeof(IMAGE_BASE_RELOCATION));  
 

    // ◓Ḥ ᵑ ὡ ѻ.  

    for(int i=0; i<relCnt; ++i)  
    {  
      relType = relInfo[i] >> 12;  
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      if(relType == IMAGE_REL_BASED _HIGHLOW) 
      {  
        relOffset = relInfo[i] & 0x0fff;  
        relPatch = (DWORD_PTR *) GetPtr(relBase, relOffset);  
        *relPatch += relDelta;  
      }  
    }  
 

    // ѻ╛ ◓Ḥ  ẇᴜ╖ᴛ ╪ҿ ѻ.  

    rdd.Size - = reloc - >SizeOfBlock;  
    reloc = (IMAGE_BASE_RELOC ATION *) GetPtr(reloc, reloc - >SizeOfBlock);  
  }  
 
  return true;  
}  

 

DLL›Ἁ ▄  Ὕ ⁴˷ ͖ 

┌ҵ↕ ˌḛ▫גᶔ ы̯Ϯ ῼ̆ ▓ӭ╪ DLLҵ ѻᵐ DLL╙ ⁷˺ Ἄ Ợ↔ ѻ. ӻגἌ ᴛӥ ᴎѤ 

DLL⁄Ἄ Ợ↔ Ѥ ѻᵐ DLLҵ ˉ╪ ᶉᶛᵙ⁄ ₤ᴎל‡‒ ѻ. ֞  ᴛӹ ᴎѤ DLL⁄Ἄ Ợ↔

Ѥ ΩṨ DLL ὡө╥ לἵᵑ ̯ Ἄ IAT⁄ ͙ᴜ ἵᵑ IAT⁄ ͙ᴜל ѻ. ὡ ‒‡ל   תּל 

Ώ˞Ϯ ◄ᶣӈ לἵᵑ ͙ᴜ ѻᶔ ‡͟′╪ ◄ᶣӈ ⁷ụ ₡ᵆᵑ ᵣϳ ˦╪ѻ. 

 

<ᵙᾅ  4>⁄ IATᵑ ᵣө‡לѤ BuildIAT ὡʺ Ϯ₮▓ѻ. ὡ ϿṨᵑ ủ Ṓᶔ ѻᵐ DLLө╙ 

ᴛӥ ͙ ─ Ἄ ┌ҵ↕⁄Ἄ Ⱡ̑ Ѥ LoadLibraryᵑ Ợ↔ Ѥ ˦╙ Ṗ ὡ ▓ѻ. ╪ ṨṪ╙ Ṓ̆ 

DLL ᴛҗʺ ₰♣ Ώѻ̆ Ѿ תּ  ὡҵ ▓ѻ. ᶹᴝ ╪̐⁄ ↕ᵙʺ ᵣө CDllLoader::LoadLibrary

ᵑ Ợ↔ ҵ ӈѻ. ּתᵣ ▀Ṩ ᾎᾅ  DLL╘ ᶉᶛᵙ Ữ⁄ ӎ Ḵ ᵵ Ӈᶔ ₡ᵆʺ ḛỸ Ѥ ˿↕

ʺ ▓ѻ. ᴛҗ╥ ◄ᶣ╪͙ג ṒѻѤ DLL╪ ∟מ ͎ᴅ˭ ἒ́ӈ ˦╪ לӈ ╪┬ѻ. ӻגἌ ͎׳ Ṩ

Ṫ╙ Ό♣ ˭ ᵙ ͙ ─ ἌѤ ͙ṕ╖ᴛ Ⱡ̑ Ѥ LoadLibraryᵑ Ợ↔ Ѥ ˦╪ ꜜѻ.  

 

ἵᾅᵑ ṪἍ  ԅ  ʺּל ת╥ ͤ˭ Ṓῷ‒ Ѥ ˦╘ IAT(Import Address Table)₮ ILT(Import 

Lookup Table)ᵑ ӑ ѻ Ợ↔ ѻѤ ♩╪ѻ. ▀ḙ♠╬ ˿↕⁄Ѥ IAT₮ ILT̋  ҿ▀  Ͽ↔╙ ҅̆ 

▓ѻ. ּתᵣ DLL╪ ḕ╬ӥӈ ˿↕⁄Ѥ IAT̋  ILT₮ ѻᵐ Ͽ↔╙ ҅̆ ▓ѻ. ḕ╬ӥ₮ ̕ᴐӈ Ͽ

ˌϱ ᾎʼ⁄ ἵתּ ᶔ ́̕Ữתּ ╘↔ ᶣ תּ ѻ. ʼѾ  Ͽ↔╪͙ ԅᶷ⁄ ̺͔ ᾐ Ṫө╘ ̆ 

▫ᴮϮ ▫╥ ẇᴛ͎(http://www.jiniya.net )⁄ ₤ᴎֿב Ͽ↔╙ ̆ ҵᴜ ▫. 

 

ᵖᾂ  4 BuildIAT Ὕ 
bool CDllLoader::BuildIAT(CDllInfo * dll)  
{  
  PVOID base = dll - >baseMem;  
  IMAGE_DOS_HEADER *dos = (IMAGE_DOS_HEADER *) base;  
  IMAGE_NT_HEADERS *nt = (IMAGE_NT_HEADERS *) GetPtr(dos, dos - >e_lfanew);  
  IMAGE_DATA_DIRECTORY idd = nt - >Opti onalHeader.DataDirectory[IMAGE_DIRECTORY_ENTRY_IMPORT];  
 
  if(idd.Size == 0)  
    return true;  
 
  IMAGE_IMPORT_DESCRIPTOR *idesc = (IMAGE_IMPORT_DESCRIPTOR *) GetPtr(dos, 
idd.VirtualAddress);  
  IMAGE_THUNK_DATA *iat, *ilt;  
 
  FARPROC func;  
  HMODULE module;  
  char *dllName;  
  bool complete = false;  

http://www.jiniya.net/
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  // ▐  DLL ╪ᵒ╙ ᴏ ѻ.  

  while(idesc - >Name) 
  {  
    dllName = (char *) GetPtr(base, idesc - >Name);  
    module = ::LoadLibraryA(dllName);  
    if(!module)  
      goto $cleanup;  
 

    // ʻ DLL⁄Ἄ ▐  ὡ ᶘ╙ ᴏ ѻ.  

    i at = (IMAGE_THUNK_DATA *) GetPtr(base, idesc - >FirstThunk);  
    if(idesc - >OriginalFirstThunk)  
      ilt = (IMAGE_THUNK_DATA *) GetPtr(base, idesc - >OriginalFirstThunk);  
    else  
      ilt = iat;  
 
    for( ; ilt - >u1.AddressOfData; ++ilt, ++iat)  
    {  
      if (ilt - >u1.Ordinal & 0x80000000)  
      {  
        func = ::GetProcAddress(module, (LPCSTR) (ilt - >u1.Ordinal & 0x7fffffff));  
      }  
      else  
      {  
        PIMAGE_IMPORT_BY_NAME ibn = (PIMAGE_IMPORT_BY_NAME) GetPtr(base, ilt -
>u1.AddressOfData);  
        fun c = ::GetProcAddress(module, (LPCSTR) ibn - >Name);  
      }  
 
      if(!func)  
        goto $cleanup;  
 
      iat - >u1.Function = (DWORD)(DWORD_PTR) func;  
    }  
 
    ++idesc;  
  }  
 
  complete = true;  
 
$cleanup:  
  if(!complete)  
  {  
    for_each(dll - >modules.begin (), dll - >modules.end(), ::FreeLibrary);  
    dll - >modules.clear();  
  }  
 
  return complete;  
}  

 

ḓᾂ 3 Ӷ╕ ἵ╓ᴘ ѡ ˛‎ 

╛ C++╙ Ḥ∂ ԅ₄ѻ. ▫Ѥ ͎ ԅ C…‡⁄ ╫ὢ  ԅג C++╘ ͔Ḣ Ḥ∂ ת ῼ ѻ.  

C++̓ ̕ᴐӈ  ᶙ ̾╙ ▄̆Ѥ C++ҵ C₮ ┬Ợ ѻѤ ‡ּׁש►╘ Ỹʻ╙ ‴ѻ. ̓╥ C++ 

ὡ‰⁄Ἄ ╛╖ᴛ ̓Ⱡᵑ  ԅ₄ѻ. ╘ ᵤ╪ ▄‴ּתᵣ Ḵҵ C++ ᴛ͎ע╙ ▬Ἓ  Ṓּת 

Ώ Қ ▫Ѥ ▀ ⁄ױ ԅᶷ⁄ ̓Ⱡᵑ Ѥҥ Ữ҉  ╘ᾎʼ╪ ˢᴕѻ. ᾎʼ╙ ʿῷ ᵿ נ₡ 

ᾅ ἐ… ϥ⁄ ἝḈמ Ѥ ѻᵒ ῷѳױ⁄ ᴝ╙ ּת ΏѤ ˦̓ ˉ╪ Ợἵ  ˦ө╪‴ѻ. ╙ 

▄Ѥ ̓♬⁄Ἄ ᴛ͎ע Ϯᵣ ▬Ἓ  Ṓῷҵ ˷ּת Ώ ╙ ͎ױ⁄ ׳ө╪‴ѻ. ͎ ԅ ₇⁄ ▓Қ 

ἐḤʺ ╪׳ ᵦ╙ ѻ. ŗ ӹ╘ э╪Ϯ ̈́ᴛ Ѥ ˭ ῷѱג Ἰ╖ᴛ Ѥ ˞‒Ř. 

 

͎ᴅѻ. ˺̰ ӥᵑ ▬Ἓ Ѥ ▀╘ Ἰ╖ᴛ ѻ. ῷᶴᵙ ꜜ╘ ╙ ᵤ╪ ▄̆, ῷᶴᵙ ᵍ  Ợ

♬בֿ ҵ ▫ᾐ╪ ῼ̆ ▓Ѥגᵑ ᵤ╪ ө‴ѻ̆ җ͙‒╪ ╘ꜜ ˭⁄ז   ♪וֹ ╪ᾏ╘ ▫ᾐתּ 

ṕ ˦Ỏ╪ѻ. ϮᵾּתѤ ᶛӎ Ṭ₰♣  .ᾏ╪ѻתּ 




