r4t T, nen — PE z " i

O 4
y M
L PP 1
D BB Lereereeteetetetereete e eaneateseereetete e eneeemnane st te e eneeRe R e aReanenteReeE e st te At eR e anmnaneeEe s e At eR e Rt e e nanenteneeneeteneeneene 1.
PP 1.
L TP 1.
L 4 N P 2.
B L totteee ettt et ettt eeeeeemmmmaeeeeteeeettessaaseeemeemasieeeeeeteetttttsaaae——.—aa.aeeetetetetaaaaaanettenhaaeaeeeeaaaaaateeeerrrnnn s 2...
S PP 2.
Ty geTo 0T i o] o RO TP PP UPP PP OUPUTROPPP 2.
V D %60 oot e ettt aee ettt eeeene e ee e ee e manene e 3.
[N L PR POPPUPPPPPP 6..
3 4 T OSSR SRR 8
7 SRS 9.
Ao L — Bl " ettt ettt snnen et et et ete e e s st snnneenenensteeeenn et senenenenenensens D
1 T H L ettt ettt ettt ee et ettt et ettt eneeen ettt ettt e et eananet e et e et er et eeanneans 13
TL 8 " B oottt ettt ettt eeetena e et et et et e et et e esaeeee et e e et et et et e et et eenee s et et et et et e et nmeeanesesereens 20
L T OO P PSP UPPPPPPTPOY 21
b,

Copyright E 2009, n 5 2
+ v "AlE Creative Commons A +£ &1 §° yo.

http://creativecommons.org/licenses/by -nc-nd/2.0/kr

0n  A$n +£C retd T, v &£V i s K€ bl g 0. F O

/AS  dn %HE O/ F' i nL— T Qodk HI F0o.FK A/
+' b Ag . p L=/ b AU O ,ze 0t 4 %l A 0.7 F
/ 0inn 4" . — APE zg by ' Loo K€HI' Ut = fgHL 2"
HI/ b AEf o.

s \£: rot 2000/XP
. e 1 :Visual Studio 2005


http://creativecommons.org/licenses/by-nc-nd/2.0/kr

4 M A: C/C++, Win32 API, Assembly
FoT-:00 1, v

4 ¢ WA

2007.08. 1j i
2007.09. DLL T &I

2007.10. § B YE 1 LG
2007.11 0 i 4

2007.12 & 1 @

mil -

N s 1 pop@ijiniya.net, http://www.jiniya.net

ax® 1/ A 00 71, nyt ® 0. Ad T.nD/ " i+ uq8a 0obdf PC
00 T1,v e/ M4 o. =~ uW & Visual C++ f"H Ak’ Microsoft Visual C++
MVPT € *

O .C¥ C++, Programming/ -1 '® o.

m m/
O=e Etllér/ o=n Qqy A sR" E 1F%,
Y+e EvE"z/ xR Qquy 9" Ht é0o/ Fmo.

3 -

OF QPRI %BXFo.0u EI  T> 1 ¢ TN
T TF 0n: E Qo Y F vl d0.F" 3Wpu ox
"4 0=0 ™ n. .l 140. pos  e=/"
? o leld e NaAT Y'Y o, o ' e ol %
"R frdken et 9K O £, Y Fo.
+K A’/ 13 B m  dNBqT el msr i T @ L oa
P1i1f0., " 5/ AH-=nRAe k T[ 1 T LA cumm L0 lEH D3
L'nifo.4uT+ 1% - 1 Evd it Al koA, T -k f
s st aSo0.
Introduction
A Eoa 7 zft Qtztq4 " ALe. €HI/ B A
AL "hp «+ BL 14+0.9n1€, v 1el H:, — A efn i%E 7
Li1fo."l€¢nnAia 6" -~ n 1, vl os €t
K. Ft 0 x4+ 1, vL XOn Q %+ c® v A”
NEBL1+0.+7 " Loy M/ yH OoHE, OF 4F0.



mailto:pop@jiniya.net
http://www.jiniya.net/

A+n vy 2L, i1l o, i TP°6 v+ K€ WA o KA

o>/ TiHT f ol e®M wun 0. f2aA Big yos, yy 9.0
ok 1C" yo.

-

n, 03 i HE " wn, o

0. €e /|l=l] Hit K 1, V71
Oun o= O/ Ai s 0n €1+ ,56 AR H o B 5 0L~ q4n
od KA S n.y QeF 4 oHuuv K 1F0.4, Al 56 A/ b Do

AE, T €& A se Aq7 ta o

+K A’/ 3 HE 9.k om T My &4Ys §in 0T 0. =" Oo
Visual Studio 2005/ H C++ 1 ®y" @e om C++1 ®yr | Wy 51Vs
WML "n poz 2. v $T4+ w L 14052 " sl A O Hos
Visual Studio 20057 €A A QO mu = . X F T +n/ "A Visual Studio 2005
ExpressKa# L 1B 1 o0 o1it EL 0 Bo.

—df

Aqp Fsed sTl o 6,7 At=" ukif+7 "dnn O04n o §

O K @ O . K1 f WM. 0t g 7 0 ON Q K Y=2a3 +
sl /Afa OKing &8t ~Co B+ H 140. 08/ AA Qi o
- € o/Y t YaifAwn" 'o03 pv/ OQOoy 1el oetit EQA EA
M T, U 0. pv/ QO -y O /Y 4 frhedle  http:/iwww.rs.e -technik.tu-

B Yyatrnqwnd IDAE
http://www.datarescue.be/idafreeware/freeidad3.exe / A | B Kad 43L o o1it EL &

darmstadt.de/applets/frhed -v1.1zip A | B 1 o <7 EL ®

0.
S U BV A T,V &V 0 E” 1L
V., K 71, v+o.F+ 71, vl Visual C++/ B o7 WL sy oy
T 0.

P& 1 A Y o wu PY |

#include <windows.h>

void Print(PTSTR buf)
{
int len = Istrlen(buf);
WriteConsole(GetStdHandle(STD_OUTPUT_HANDLE)
, buf
, len
, NULL



, NULL);

int _tmain(int argc, _TCHAR* argv([])

{
TCHAR buf[80] = {0.};

Print(_ T("Password =>"));
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simple.exe/
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68 f8 20 40 00 push offset aGoodJob

e8 63 ff ff ff call sub_4017e0

83 c4 04 add esp, 4
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e9do ffffff jmploc_401882
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B Administrator: Visual Studio 2005 32 TETE (= [ B

D:=Wprojectstpedthre lease *>simple
Pazzword = wp
lrong password

D:-Wprojectstipeditre lease >

ER AW
Ooff 6 s5 L Qoo A"
- n ol oy Bo., ' .t/ K Nug fqHL 2
Oc 3 HO.F 1/ K€ FsaqTE T 26 birn
/ AHL 2" e b0 amkl - okT + B
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< § 0 4>/ B, 3 HL 21" € AddSection @®" T ¥ K
Otnv . o X'/ t ¢ WriteSection’ FillSectiont ® d,/ yUt - g"HL v €
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BOOL AddSection(LPCTSTR inPath  //




, LPCTSTR secPath // AtH W 1
, LPCT STR secName // nH Fo

, DWORD secSize // n"H., .

, DWORD secAttr) // ARH T E

HANDLE in = INVALID HANDLE_VALUE;
HANDLE out = INVALID_HANDLE_VALUE;
TCHAR outPath[MAX_PATH];

PVOID buf = NULL;

DWORD nOffset, secOffset;

BOOL ret = FALSE;

DWORD hSize, rhSize; // A R G U A G,
int secNo; // 1" HKE n'H K
DWORD fAlign, sAlign; / ® -0, 4'H 50

DWORD sizeOflmage; // +Cn

1. Bl s % 9.Lccy o.
in = CreateFile(inPath, GENE RIC_READ, 0, NULL
, OPEN_EXISTING, 0, NULL);

if(in == INVALID_HANDLE_VALUE)
return FALSE;

IMAGE_DOS_HEADER dos;

IMAGE_NT_HEADERS nt;

IMAGE_SECTION_HEADER sec[MAXIMUM_SECTION_NUMBERY];
DWORD readed;

ifl  ReadFile(in, &dos, sizeof(dos), &readed, NULL))
goto $cleanup;

if(dos.e_magic |= IMAGE_DOS_SIGNATURE)
goto $cleanup;

ntOffset = dos.e_lIfanew;
SetFilePointer(in, ntOffset, NULL, FILE_BEGIN);
ReadFile(in, &nt, sizeof(nt), &r eaded, NULL);

if(nt.Signature != IMAGE_NT_SIGNATURE)
goto $cleanup;

secNo = nt.FileHeader.NumberOfSections;



if(secNo >= MAXIMUM_SECTION_NUMBER)
goto $cleanup;

secOffset = dos.e_lfanew
+ sizeof(nt.Signature)
+ sizeof(nt.FileHeader)
+ nt.FileHeader.SizeOfOptionalHeader;

rhSize = secOffset
+ (nt.FileHeader.NumberOfSections + 1)
* sizeof(IMAGE_SECTION_HEADER);

SetFilePointer(in, secOffset, NULL, FILE_BEGI N);
ReadFile(in

, Sec

, secNo * sizeof(IMAGE_SECTION_HEADER)

, &readed, NULL);

fAlign = nt.OptionalHeader.FileAlignment - 1
sAlign = nt.OptionalHeader.SectionAlignment - 1

2. Ut e X ..0 u o.
rhSize = MakeAlign(rhSize, fAlign);

hSize = nt.OptionalHeader.SizeOfHeaders;
if(hSize > sec[0].PointerToRawData)

hSize = sec[0].PointerToRawData;

if(rhSize > hSize)

{
if(rhSize > sec[0].VirtualAddress)
goto $cle anup;
}
/3. Ao ®L s~ A HD.L v o.

StringCbCopy(outPath, sizeof(outPath), inPath);
StringCbCat(outPath, sizeof(outPath), _T(".nx"));

out = CreateFile(outPath, GENERIC_WRITE, 0
, NULL, CREATE_ALWAYS
, FILE_ATTRIBUTE_NORMAL, NULL);

if(out == INVALID_HANDLE_VALUE)



goto $cleanup;

DWORD bufSize = GetFileSize(in, NULL);
buf = VirtualAlloc(NULL
, bufSize
, MEM_COMMIT | MEM_ RESERVE
, PAGE_READWRITE);
if('buf)
goto $cleanup;

DWORD dataSize = bufSize - hSize;
SetFilePointer(in, hSize, NULL, FILE_BEGIN);

ReadFile(in, buf, dataSize, &readed, NULL);
SetFilePointer(out, rhSize, N ULL, FILE_BEGIN);

DWORD written = 0;
WriteFile(out, buf, dataSize, &written, NULL);

na. r M/ yr-ofgaHOL A" o.
if(secPath)
{
secSize = WriteSection(out
, secPath
, secSize
, fAlign);

if(secSize == 0)
goto $cleanup;

}
else if(secSize)
{
secSize = FillSection(out, secSize, fAlign);
if(secSize == 0)
goto $cleanup;
}
else
goto $cleanup;
II'5. X win T u A .RQ o.

if(rhSize > bufSize)

{
VirtualFree(buf, 0, MEM_RELEASE);



bufSize = rhSize;

buf = VirtualAlloc(NULL
, bufSize
, MEM_RESERVE | MEM_COMMIT
, PAGE_READWRITE);

ZeroMemory(buf, rhSize);
SetFilePointer(in, 0, NULL, FILE_BEGIN);
ReadFile(in, buf, hSize, &readed, NULL);

PIMAGE_NT_HEADERS pN;
PIMAGE_SECTION_HEADER pSec;

pNt = (PIMAGE_NT_HEADERS) GetPtr(buf, dos.e_lfanew);
pSec = (PIMAGE_SECTION_HEADER) GetPtr(buf, secOffset);

if(pSec[0].PointerToRawData < rhSize)

{
DWORD diff = rhSize - pSec|0].PointerToRawData;
for(int i=0; i<nt.FileHeader.Numb erOfSections; ++i)
pSec|i].PointerToRawData += diff;
}
PIMAGE_SECTION_HEADER src = pSec + secNo - 1;

PIMAGE_SECTION_HEADER dst = pSec + secNo;

#ifdef _UNICODE
char msecName[20];
WideCharToMultiByte(CP_ACP, 0, secName, -1
, msecName, 20, NULL, NULL);
StringCbCopyA((LPSTR)pSec[secNo].Name
, Sizeof(pSec[secNo].Name), msecName);
#else
StringCbCopy(pSec[secNo].Name
, Sizeof(pSec[secNo].Name)
, Se& cName);
#endif

dst - >Characteristics = secAttr;
dst - >Misc.VirtualSize = secSize;

dst - >PointerToRawData = src - >PointerToRawData
+ src - >SizeOfRawData;



dst - >SizeOfRawData = MakeAlign(secSize, fAlign);
dst - >Vi rtualAddress = src - >VirtualAddress
+ src - >Misc.VirtualSize, sAlign;

dst - >VirtualAddress = MakeAlign(dst - >VirtualAddress
, SAlign);

++pNt - >FileHeader.NumberOfSections;
pNt - >Optional Header.SizeOfHeaders = rhSize;

sizeOflmage = pNt - >OptionalHeader.SizeOflmage
+ dst - >Misc.VirtualSize;

sizeOflmage = MakeAlign(sizeOflmage, sAlign);
pNt - >OptionalHeader.SizeOflmage = sizeOflmage;

6. UT « W A —A/ X1 .U 0.

SetFilePointer(out, 0, NULL, FILE_BEGIN);
WriteFile(out, buf, rhSize, &written, NULL);

ret = TRUE;
$cleanup:
if(buf)

VirtualFree(buf, 0, MEM_RELEASE);

if(in != INVALID_HANDLE_VALUE)
CloseHandle(in);

if (out!= INVALID_HANDLE_VALUE)
CloseHandle(out);

return ret;
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P Q 5 'Please enterthe password " 41+t w [ W
68 00 50 40 00 push 0x405000

b8 30 50 40 00 mov eax, 0x405030

ff 10 call dword ptr ds:[eax]

83 c4 04 add esp, 4

68 e0 20 40 00 push 0x4020e0

b8 30 50 40 00 mov eax, 0x405030

ff 10 call dword ptr ds:[eax]

83 c4 04 add esp, 4
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