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⌂ẋῷ҇ ⁄Ἄ ṒΌ ᴛ͎מᵾᴛ ▀ ̆ ▓ѻ. ᾎᾅ  ᴛ͎מḒ⁄ ̕ᾔ╪ ᵤ╖ᶒ ѻὡ╥ PC 

ṒΌ ᴛ͎ע ˌḛ⁄ ⁴ ѻ. ◓ ҥẄ ῷ Visual C++ ἠἪ ᾎừ̓ Microsoft Visual C++ 

MVPᴛ ҿ ̆ ▓ѻ. C₮ C++, Programming ⁄ ̕  ╪‒͙ᵑ ꜜῷ ѻ. 

 

■ ᶆᶘ 

Ọᵙͤ╘ ϮᶴѤ ḕז⁄ өᵙּת Ώ╖ѱ ή ꜜ̆ ⁸ᵰʺ Ἓ  ˦╪⅝, 

Ỵ╪ ͤ╘ ᶹ╘ ʺᶼ⁄ ᵡᵎּת Ώ╖ѱ Ͽʺ Ӈ‡ ḕѻ⁄ ╪ᵐѻ. 

 

ᴴʺ ᶁѻ ̆ Ựᴛ⇔ ͙ὥ╪ ᾽ῷּתѤ ⅝ּצ╪ѻ. ὡᵤ╘ ḽ  Τᵙ ᵑ Ҁ̆ ▓Ѥ ͎ױ  ᾐ

͙ὥ╙ Ṓ̆ ▓Яגᶔ ˌḛ▫╥ ͝╪ ὺּתᵣ╘ ΏѻѤ Ỹʻ╪ ♥ᾒ  ӧѻ. ╪׳ ԅ▀ὡᴜ ↔ẋ

‡ ʺ╥  ̯♥̓ ˉ╪ Ọᵙᵑ  Ѥ ▀⁄ ᾐ˿╙ ᾬ‒  ˦╪ѻ. ͎ᴅѻᶔ ˌḛ▫⁄˭ 

Ọᵙʺ ӇѤ ּתᾏ╘ ᶴ″▀ͥ? ▫Ѥ  ͎ ▫ Ỹʻ ̆ג ѻ. פ ̓ ˌḛ ͙ὥ╙ ְ‡ 

Е‡Ἄ ˺̰ ˌḛ▫Ѥ ʺ ᾒ  ᶴ″╬ʺᵑ ᵣө‡ ϿѤ Ợז╪͙ ԅᶷ╪ѻ. 

 

╪Ḵ ᾎʼ⁄ ↕ᵙѤ ╘ ◑̓ ᴎ  ₫ ᵝ╖ᴛ ▫ᾐ╙ ʺᵙ̆ ▓Ѥ ╥ ῼᶡ╙ ủ  

Ṗ ˦╪ѻ. ͎ ̓♬⁄Ἄ Ḥ⇔ ּתᾏө╘ Ṫᶘ ╥ ∟ᾎ♠╬ ҿ▬ ∟ᵙᵑ ╪ Ѥҥ  ҵ∑

ẋר ╪Ṫױѻ. ⁴╪˦ ת ╙ ‒  ˦╘ ╛ ыӥ Ợֿב╙ ṒѤ Ợ ͙ ἵЦ̓ ˉ╘ ͙ᾔ̓ 

⁸♬╪ ♣Ṩѻ. 

 

Introduction  

ˌḛ▫גᶔ ы̯Ϯ Ḵ ╘ ♠  ἵ ≢‡Ϯ Ὧ‡≢‡╥ ̛̆ ╙ Ⱡ˞ Ѥ Ḣḹ⁄ ҍ Ἄ 

͙ᾔ╙ ʺⱨṕ ♠╪ ▓╙ ˦╪ѻ. ϿּתѤ ͎ױ  ˦ө╙ Ḥ↕͙ ─ Ἄ ˌḛ╪וֹ ה‰ Ἕ́ᴛ 

ְ‡ӧ Ợזҵ ▓╙ ˦╪ѻ. ֞Ѥ ₡מӅἌ ἵᾅ ӥʺ Ⱶ◓ ♬ὡ ╙עΏѤ ᴛ͎ תּ Ѥ ▀

╙ ᵮῷἌ ϱˁ Қ ˿ ╪Ϯ ᾒ Ѿאַ ╙עᴛ͎ ╬אַ ╪Ώ̆ ‰ҥ תּ  Ѥ ▀⁄ ҍ Ἄ ̆

Ḋ ṕ ♠╪ Ḵ ╘ ▓╙ ˦╪ѻ. ╪₮ ˉ╘ ᶛӧ ▀⁄ ӎᴴ Ợ↔ӇѤ ͙ὥ╪ ╪ѻ. 

mailto:pop@jiniya.net
http://www.jiniya.net/


 

˿ᴜӈ Ͽ↔╙ ṉ͙ ה╪ Ѥ ˦╙ ᵦ ѻ. ˺̰ ╥ ᶛӧ ҥ╪ Ѥ ▀⁄Ἄ ▄ ⱨἌ 

ᶉᶛᵙ⁄ ᴛӥӇ‡ ᾒ ӈѻѤ ҿ▀  ♥ ᵑ ˞ ѻ. ӻגἌ ▀╪Ϯ ᶉᶛᵙ╥ ͙ᴜӈ Ͽ↔╙ 

ṉ˿ ѻᶔ ᾒ ӇѤ ˺̓ҵ ṉ˿  ὡ ▓ѻѤ ╥Ḉʺ ӈѻ. 

 

╘ ˭ ҿ♠ ̓ ♬♠ ╖ᴛ Ϯя ὡ ▓ѻ. ҿ♠ ╘ ᾒ  Ӈ‡ ▓Ѥ ᴛ͎ע╥ 

ӥᵑ ᶉᶛᵙ Ữ⁄Ἄ ֹו♪ ὡ♬ Ѥ ˦╪̆, ♬♠ ╘ ᾒ  Ӈ͙ ♣ ▀╥ Ͽ↔╙ ̆ Ἄ 

ѻ╛ Ḵ ᾒ  ԅṨ  ṉ˿ӈ Ͽ↔╪ ♠↔Ӈҵᴜ Ѥ ˦╪ѻ. ⁴͙ἌѤ ♬♠ ⁄ ҍ  Ͽ↔ᵣ 

ѻᴴҵᴜ ѻ. 

 

╪Ḵ ᾎʼ⁄ ֿב ӇѤ Ͽ↔╘ ᶛӎ ▀ӈ ḕ╪Ўᵙ ӥᵑ ҍỮ╖ᴛ ѻ. ▫ʺ Ợ↔  

Visual Studio 2005⁄ ӈ C++ ▀ױʺ ῷѳ ѻᵐ C++ ▀ױᴛ ▀ӈ ḕ╪Ўᵙ 

Ἄ ʻ ̓♬╙ ᾒᾋגṕѻᶔ Ͽ↔̓ ᵛ ṨṪ╪ ᵤ╙ ˦╪ѻ. ӻ ̆תּʺ ╙▀ Ṓ̆ ᾘѻᶔ 

Visual Studio 2005ᵑ ἒ Ἄ Ợ↔ ҵᴜ ▫. ᵡ╪ ᴛἵ  Ἄ Visual Studio 2005⁄תּ╪ 

Express Ḳ♣╙ ᶴᴮᴛ ѻ⇔ᴛӥ Ḛ╙ ὡ ▓ѻ. 

 

−ḏ‭ 

╥ ╪ᴝ♠╬ ṨṪ╙ ủ Ṓ͙⁄  Ἄ ↕ᵙʺ ᴎѤ ˦╪ ᶴ″╬ּתᵑ Ṓ⁴ת ὡ ▓Ѥ ʼѾ  

Ѿ́ᵑ Ḵ ὡ  Ṓ▫. Ḵҵ ᾒ  ▀╥ ӥϮ ҥ╪ ᵑ ὡ♬  Ṓּת Ώ Қ Ҷ▫גᶔ ╪ 

̓♬╙   ⁄Ἄ ӻג ṒѤ ˦ҵ δϮ ◓Ḉϱ ▀╪ Ӊ ˦╪ѻ. ᾒᾋ⁄  ἌἌ ῷֹו  ↔

̆ ▓Ѥ Ợ ⁄Ӱ Ϯ Ӱᾅ‡ἣẇױʺ ′ѻᶔ ṕᶷ⁄ Ợ↔ӈ ˦ө╙ ѻ⇔ᴛӥ ḚῷἌ ἒ  

ӎҵᴜ ѻ. ṕᶷ⁄ Ợ↔ӈ Ợ ⁄Ӱ ╬ frhedѤ http://www.rs.e -technik.tu -

darmstadt.de/applets/frhed -v1.1.zip⁄Ἄ ᶴᴮᴛ ѻ⇔ᴛӥ Ḛ╙ ὡ ▓̆, Ӱᾅ‡ἣẇױ╬ IDAѤ 

http://www.datarescue.be/idafreeware/freeida43.exe ⁄Ἄ ᶴᴮ Ḳ♣╬ 4.3╙ ѻ⇔ᴛӥ Ḛ╙ ὡ ▓

ѻ. 

 

<ᵙᾅ  1>⁄ ↕ᵙʺ  ᴛ͎ע╥ ♣  ӥʺ Ϯ₮▓ѻ. ᾅ√ӥᵑ ░ᴏ Ḛ̆ ͎˦╙ 

Ѥ ᴛ͎ע╪ѻ. ╪ ᴛ͎ע╙ Visual C++⁄ ░ᴏ ̆ ▀ ѻ. ▀╘ ᵜᵙּנ ᶛӥ

ᴛ ѻ. 

 

ᵖᾂ  1 ╖ Ὕ  ʹѻ  ự  ᴘ͋ן 

#include <windows.h>  

 

void Print(PTSTR buf)  

{  

    int len = lstrlen(buf);  

    WriteConsole(GetStdHandle(STD_OUTPUT_HANDLE)  

                , buf  

                , len  

                , NULL  



                , NULL);  

}  

 

int _tmain(int argc, _TCHAR* argv[])  

{  

    TCHAR buf[80] = {0,};  

    Print(_T("Password => "));  

 

    DWORD readed;  

    ReadConsole(GetStdHandle(STD_INPUT_HANDLE)  

                , buf  

                , 80  

                , &readed  

                , NUL L);  

    if(lstrcmp(buf, _T("guru \ r \ n")) != 0)  

        return 0;  

 

    Print(_T("Good Job \ n"));  

    return 0;  

}  

 

▀╪ ϥϹѻᶔ simple.exeʺ ỸἛӇ‴╙ ˦╪ѻ. ʼѾ ˭ Ḵ ᾒ Ἄ ᴛ͎ע╥ ͙ѫ╙ 

ủ Ṓ▫. řguruŚŋ  ░ᴏ ᶔ řGood JobŚ╪ ᴏӇ̆, ѻᵐ ˃╙ ░ᴏ ᶔ ⱳ↔  ꜙᴮӈѻ. ͙ѫ╙ 

Ḵ  ᾅ  Ṓ ѻᶔ ╪Ⱡ simple.exeŋ  Ợ ⁄Ӱ ᴛ ⁸‡Ṓ▫. ͙ ᶉќᵑ Ἄ 

řPassword => Śŋ  ῷṒ▫. ῷᵡ < ᶔ 1>̓ ˉ╘ ṨṪ╪ ḛ˸Ӊ ˦╪ѻ. řPassword => ŚӚᴛ 

řguruŚ₮ řGood JobŚ╪ ▓Ѥ ˦╪ Ṓ╬ѻ. ⁴͙Ἄ řguruŚŋ  řchoboŚᴛ ṉ˿  Ṓ▫. ל╥ ‒  ♩

╘ řguruŚ ѻ╛⁄ ▓Ѥ 0x0d, 0x0aҵ ˉ╪ ṳ⁴ל‡‒ ѻѤ ♩╪ѻ. ὡ♬ ̆ ᾒ  Ṓ▫. ῷᵡ 

♬Ữ♠╖ᴛ ὡ♬Ӈ‴ѻᶔ ╪ⱠṨ Ѥ řguruŚ̋  ῷѱג řchoboŚŋ  ░ᴏ ‒ řGood JobŚ ᶉᾎּתʺ 

ᴏӉ ˦╪ѻ. ╪₮ ˉ╪ ӥʺ ῷѳ ҥ╪ ᵑ ṉ  ᾎ Ѥ ˦╙ ҥ╪  .ѻ ג╪ 

 

 

ᶑ 1 ở ›ӭ ᴘ simple.exe ᵎ ⁵„Ṓ ᶑ 



 

╪ⱠѤ ⱳ͔ җ ◓Ḉ▓Ѥ ▀╙ Ṓҵᴜ ▫. Ợ ⁄Ӱ ʺ ῷѳ Ӱᾅ‡ἣẇױᴛ simple.exeŋ  

⁸‡Ṓ▫. Ӱᾅ‡ἣẇ ▬‰╪ ₰ᴮӇᶔ < ᶔ 2>₮ ˉ╘ ṨṪ╪ ᾎӈѻ. ⁴͙Ἄ ʺ◑ ַא⅝  

ṨṪ╘ Лᶛᴛ ᾎӈ ṨṪ╪ѻ. ░ᴏ Ḛ╘ ᾅ√ӥʺ řguruŚ₮ ˉ╘ּת ˤỢ Ѥ ṨṪ╪ѻ. 

lstrcmpAᵑ  ѻ╛╙ Ṓᶔ řjz short loc_401873Ś╪ה ṨṪ╪ Ṓ╬ѻ. ͎ ṨṪ╪ ᾅ√ӥʺ 

▀ ᶔ ╪ҿ Ѥ ̐╪ѻ. Ợ Ṿᴛ ╪ҿ Ἄ ͎ ṨṪ╥ ӥᵑ Ṓᶔ 0x74, 0x04╬ ˦╙ Ṗ ὡ 

▓ѻ. 0x74Ѥ jz╥ ᶘᴖ‡ ӥ╪̆, 0x04Ѥ ѻ╛ ᶘᴖ‡ʺ ᾒ Ӊ ּת♩(EIP)⁄Ἄ 4ᵑ җ  ̐╖ᴛ 

♩ ѻѤ ˦╙ Ϯ Ёѻ. ▫ ͎ᴅѻᶔ ⁴͙Ἄ řguruŚ̋  ῷѳ ѻᵐ ᾅ√ӥᵑ ░ᴏ ҵ řGood 

JobŚ╪ ᴏӇҵᴜ ᵣөᴎᶔ ӥᵑ ‡֒˭ ̆ ᶔ Ӊͥ? 

 

 

ᶑ 2 ӭᾂ„ἠẄשᴘ simple.exe ╢ Ӣᵎ ṧἊ  ᶑ 

 

Ỹʻ  ҆ҍᴛ ̆ Ṓ̆ ᴛ͎ע╙ ᾒ ᾎ Ἄ ᾅ  Ṓ▫. ₉Ữ Қ ˺̓ʺ Ϯ₣ѻᶔ ͎˦

╪ ♬҆╪ѻ. ▫ʺ Ỹʻ  ӎ ʺּת Ḣḹ╘ jzᵑ jmpᴛ ḕξѤ Ḣḹ̓ jmp Ӛ⁄ ▓Ѥ 

loc_401882ŋ  loc_491763╖ᴛ ̆ Ѥ Ḣḹ╪ѻ. jzᵑ jmpᴛ ḕξᴎᶔ 0x74, 0x04ᵑ 0xeb( jmp ᶘ

ᴖ‡ ӥ), 0x04ᴛ ḕξᶔ ӈѻ. ӎ Ḵ  Ḣḹ╙ ᴎᶔ 0xeb, 0x0fᵑ 0xeb, 0x00╖ᴛ ̆ ᶔ ӈ

ѻ. ╪׳ ᾏ╖ᴛ ‡ἣẇᵙ ӥᵑ ֹו♪ ὡ♬ Ѥ ˦╙ ӥ ╪̆ג Ṩᵐѻ. 

 

ѻ╛ Ͽ↔╖ᴛ Е‡ʺ͙ ♣⁄ ⁴͙Ἄ ʼѾ  ᶷⱠᵑ Ϯ ‡Ṓ▫.  Ἄ ҥ╪  ╙ ὡ  

ԅ ↕ᵙѤ řguruŚŋ  řchoboŚᴛ ṉ˿ ѻ. ṉ˿  Ṓ ѻᶔ ῼ˳ּתᵣ řguruŚŋ  řchoboŚᴛ ṉ˿ ͙ ─

 Ṫ  ̑ʼ╪ ▓͙⁄ ʺѫ  ▀╪‴ѻ. ᵣ– řguruŚŋ  řI love you so muchŚᴛ ṉ˿ ᴎᶔ ‡֒



˭ ‒ ͥ? Ϯᵾּת ṨṪ╙ ▄͙ ♣⁄ Ḵ῭ ̆Ḋ  Ṓҵᴜ ▫. 

 

NOP 

‡ἣẇᵙ …‡⁄Ἄ NOPѤ ῷᶴ ▀ҵ ּת Ώ̆ CPU ײ╙ ἵᶛ Ѥ ᶘᴖ‡ѻ. No operation ╥ 

Ỹʻ ̆ג╪ᵦ ╬ת ᶔ ὺѻ. řῷᶴ ▀ҵ ּת Ώ̆ CPU ײ╙ ἵᶛ Ѥ ᶘᴖ‡ᵑ ⃰ ᵣө‡ 

ӎ‴╙ͥ?Ś̆ג ̺͔  Ѥ Ҷ▫ʺ ᵤ╙ ˦╪ѻ. Ợᾒ ᾒⱠᴛ ╪ NOP╙ ֹו♪♠╖ᴛ Ợ↔ ‒ 

Ѥ ▀╘ Ṋᴛ ′ѻ. ᶹᴝ ʼʼ  ▐ḽӰӥ ᾎᾅ ⁄ἌѤ delayᵑ ̯ ͙ ─ Ἄ ╥ҵ♠╖ᴛ Ợ

↔ Ѥ ˿↕ʺ ▓ּתᵣ, ↕ᵙʺ Ợ↔ ̆ ▓Ѥ ṓ◌  , ͎ ─⁄Ἄҵ ṓ◌  ┌ҵ↕, ͎ ─

⁄Ἄҵ ◄ Ữ ӈ ┬♇ ᶛӥ ᴛ͎ע╙ ▬Ἓ Ѥ ░◑⁄ἌѤ Ợ↔  ▀╪ ˞╥ ′ѻ̆  ὡ 

▓ѻ. ּתᵣ ╪ᴅ˭ ΰᶛ ′‡ Ṓ╪Ѥ NOP ᶘᴖ‡ҵ ╙  ԅ⁄Ѥ ᵰ↕ ⅝͛  ФἍ╖ᴛ 

ṉ ѻ. 

 

NOP╪ ⁄ ┬↔  ╪┬Ѥ ӎ ʺּת ᶔ╪ѻ. ϮѤ NOP╪ ῷᶴ ▀ҵ ּת ΏѤѻѤ ˦╪̆, 

ѻᵐ ϮѤ NOP╥ ᶘᴖ‡ ӥѤ 0x90╖ᴛ  ḕ╪ ᵣ ּת ѻѤ ♩╪ѻ. ּס, NOP╙ ӥᵑ 

 .Ѥ ↔ҵᴛ ΰ ὡ ▓ѻѤ ╥Ḉѻ↕תּ

 

 Ἄ ╙ ὡ Қ < ᶔ 2>╥ ӥᵑ ѻᾎ ủ Ṓ▫. ↕ᵙѤ  Ἄ řjz short loc_401873Ś╙ ӎ 

˿ᴛ ṉ תּʺ ѻ. ּתᵣ ӥ╥ ᵒᵣ ⱳ͔ ủ Ṓᶔ ͎ᴅ˭ ṓ◌ ҵ ѾגΏҗ תּ ˭

ὣ  jzᵣ ὡ ΏѤѻᶔ ẋ̪ʺ ḛỸ תּ Ἄ jzṨגΏѤѻѤ ˦╙ ῼ ὡ ▓ѻ. ӻ תּ  jmpּͥת 

6ḕ╪ ᵑ ᶛӎ NOP(0x90)╖ᴛ ↕ᶔ ↕ᵙʺ  Ἄ  ˦̓ ҿ▀  ˺̓ᵑ .ὡ ▓ѻ ╙‫ 

 

ᶹᴝ ῷᶴ ▀ҵ ּת ΏѤ ӥѤ ‬ᵡӧּת ὺ˭ ᵣө ὡ ▓ѻ. řmove eax, eaxŚ, řpush eax; pop 

eaxŚ, řadd eax, 3; sub eax, 3ŚӮ̓ ˉ╘ Ѿὣ  ӥ⁄Ἄ ῷל ṓ◌  ӥּͥת ‬ᵡӧּת ᵣө ὡ 

▓ѻ. ּתᵣ ╪׳ ӥѤ ҍṨṪ 2ḕ╪  ╪Ữ╪͙ ԅᶷ⁄ ♬ ˭ ϶Ѥ ӥ ṨṪ╙ ↕͙⁄

Ѥ ♠҉   .Ώѻ תּ

 

< ᶔ 2>╥ Ḗᾅ  ṨṪ ─ ╙ Ṓᶔ ReadConsoleAŋ  Ѥ ṨṪ╪ ▓ѻ. ͎ ṨṪ╥ ḕ╪

 ӥᵑ ▄‡Ṓᶔ, 0xff, 0x15, 0x0c, 0x20, 0x40, 0x00╪ѻ. ╪ ѻἙ ḕ╪ ╥ ӥᵑ 0xe8, 0x12, 

0x34, 0x56╥ 4ḕ╪  ӥᴛ ṉ˿ ̆ ᾘѻ̆ ▫.   ṨṪṨ  Л ḕ╪ ᵑ ↕̆ Ϯᶔ  ḕ

╪ ʺ ϶Ѥѻ. ͎ ṨṪ╙ ͎ҍᴛ кӎᶔ ᶘᴖ‡ Ἅ ὣἌʺ ‡ⱨἌ ₰♣  Ựᴛ⇔ ӥʺ ӈ

ѻ. ӻגἌ ͎ ṨṪ╙ ᶴ″╬ʺᴛ ∂ ⅝ʺ ▓ѻ. ᶴ″╪ ʺ◑ ♠҉ ͥ? ḕᴛ NOP╪ѻ. 

 

 1 NOP╖  ᾏ  ╪ Ṇ  

‡ἣẇᵙ‡ᴛ A, B, CגѤ ᶘᴖ‡ᵑ ὣ ♠╖ᴛ ᾒ Ѥ ӥᵑ Ỹʻ Ṓ▫.  Ἄ ἒᶘ Қ NOP

╥ Ἓ╙ Ỹʻ  ṕѻᶔ A, B, C₮ A, NOP, B, CѤ ҿ▀  ̓♬╙ ὡ ╙ ῼ ὡ ▓ѻ. ᵡ תּʺ

ᴛ A, B, NOP, C, A, NOP, B, NOP, CӮҵ ֟ ˉ╘ ▀╙ ѻ.  

 

╪₮ ˉ╘ ︣╙ ╪↔ ᶔ Ϯ╥ ӥ⁄Ἄ ҿ▀  ▀╙ ὡ Ѥ ѻ‚  ꜙᵆ╥ ӥᵑ ỸἛ  

ϿѤ ˦╪ ʺѫ ѻ. ̓˞ ḕ╪ױᾅѤ ỸⱵᵉ╙ и╪͙ ─ Ἄ ╪ױ  Ἓ╪ ᵤ╪ Ợ↔ ѻ. ᶹ



ᴝ ⅝ּצ╥ ḥᾐ╘ ╪ᴅ˭ ṉ ӈ ˦өҵ ṉꜙ╖ᴛ ᶛӎ ˤ Ёѻ. 

 

₭♆ Ὕ 

♬ ᴛ͎ע╥ ὡᵑ ѻᵐ ᴛ͎ע⁄ ͎ҍᴛ ṳ⁴ К╖ᶔ ♬Ữ♠╖ᴛ ҿ▬ ͥ? ⁴͙Ἄ ͎

ҍᴛ ṳ⁴ КѤѻѤ ᵦ╘ ▀ӈ ὡ╥ ḕ╪Ўᵙ ӥᵑ ͎ҍᴛ ṓỢ ѻѤ ᵦ╪ѻ. ╪ ᵑ 

ὺ˭ ͙ ─ Ἄ  Ἄ ▬Ἓ Қ simple.exe╥ Print ὡᵑ ủ Ṓҵᴜ ▫. Print ὡ╥ ‡ἣẇ

ᵙ ӥʺ < ᶔ 3>⁄ Ϯ₮▓ѻ. 0x55, 0x8b, 0xecᴛ ᾎ▬ Ѥ ╪ ὡ╥ ḕ╪ ᵑ ѻᵐ ᴛ͎ע

╥ ▀♬ ₅⁵╖ᴛ ṓỢ ̆ ╪˦╙ ᶔ ‡֒˭ Ӊͥ? 

 

 

ᶑ 3 Print Ὕ╢ „ἠẄᵖ Ӣ 

 

ᾒ ╙ Ṓᶔ ◄ᶣӈ ⁷ụ ₡ᵆʺ ḛỸ ѻ. ⃰Ј ᶔ Print ὡʺ ѻᵐ ὡ⁄ ╥Ⱶ♠╪͙ ԅ

ᶷ╪ѻ. PrintѤ lstrlenA, GetStdHandle, WriteConsoleAגѤ Ἕ ʺּת ὡᵑ Ợ↔ ѻ. ╪ө ὡ╥ 

ἵʺ ṓỢל Ѥ ᴛ͎ע⁄Ἄҵ ֟ ˉ╘ ─ ◑Ṓ ̆ג  ὡ ′͙ ԅᶷ╪ѻ. 

 

Ṓ  ˌḛ▫ө╪ ▬Ἓ Ѥ ὡѤ ♣⁵ ṉὡ, ♬♠ ּ⁵ת ṉὡ, DLL ὡ, ג╪Ẅױᵙ ὡ Ӯ⁄ 

╥Ⱶ♠╪ѻ. ͎ᴅ͙ ԅᶷ⁄ ͎׳ ὡө╘ Ṭ₰♣ ѻ. ѻᵐ ᴛ͎ע╖ᴛ ṓỢ ╙ ԅ ḕᴛ Ợ↔

 ′ѻѤ ᵦ╪ѻ. ḙᶔ⁄ řint plus(int a, int b) { return a+b; } Ś̓  ˉ╘ ὡѤ ͎׳ ╥Ⱶ♠╬ ⅝ἵ

ʺ ♣  ′ѻ. ӻגἌ plusѤ ͎ ▫ ᴛ ₰♣  ὡג  ὡ ▓ѻ. ѻᵐ ᴛ͎ע⁄ ḕ╪Ўᵙ 

ӥᵑ ṳ⁴ К̆ ҵ ♬Ữ♠╖ᴛ ҿ▬ ѻ. 

 

╛╖ᴛ ѻᵐ ᴛ͎ע⁄ ӥᵑ ʺ Ѥ ▬‰╙ Ѥ Ợזө╘ Ṓ  ᾕַא ̯ ◄ᶣӈ ⁷ụ ₡



ᵆᵑ ᵣϮ͙ ᵡᴐ╪ѻ. ḕᴛ ╪ ₰♣ ὡ╥ ∟ᵙᵑ ╪ ᶣ תּ ͙ ԅᶷ╪ѻ. ὡᵑ ѻᵐ ᴛ

ᴛ ╪ᾏᾎ╖ע͎ ͙ ─ ἌѤ ὡʺ ╥Ⱶ ̆ ▓Ѥ ᶛӧ ⅝ἵᵑ Ⱡ˞ ‒ ѻ. Ⱡ˞ ѻѤ ᵦ

╘ ʻʻ╥ לἵᵑ ♠♥ ˭ ṉ˿ ỸʻṒѻ ʼѾ ╘‰▬ ׳╪ ᵣתּ .ѻѤ ˦╪ѻ ‒‡ל 

ᾏ╪ ⁄עἌ ѻᵐ ᴛ͎גΏѻ. ӻ תּ  ὡגᶔ ╛Ṩ  ╥Ⱶ ⅝ἵʺ ′ҵᴜ ᵣӥѤ ˦╪ ꜜ

ѻ. 

 

Dll Ὕ  

▬ϱ ᾎʼ⁄ ↕ᵙѤ DLL ᴛҗᵑ Ⱡתּ ᶔἌҵ ᾒⱠᴛ DLL╥ ὡʺ ‡֒˭ ӇѤּת⁄ ҍ Ἄ

Ѥ ủ Ṓּת Ώ ѻ. Ѿּת IAT⁄ DLL ὡ Ḵּתᵑ √לᶔ DLL ὡ ╪ ♬Ữ♠╖ᴛ ╪ᴴ‡

ѻ̆ᵣ ἒᶘבֿ ѻ. ͎ᴅѻᶔ ҵҍ  ‡Ԑ ̓♬╙ ˞ Ἠ Ѿּת IAT⁄ לἵᵣ ⇔ ˦╖ᴛ DLL 

ὡ ╪ ╪ᴴ‡ּתѤ ủ Ṓ▫. 

 

< ᶔ 3>⁄Ἄ kernel32.dll╥ ὡ╬ lstrlenAᵑ Ѥ ṨṪ╙ ủ Ṓ▫. ₇⁄ ▓Ѥ ḕ╪  

ӥᵑ ủ Ṓᶔ 0xff, 0x15, 0x00, 0x20, 0x40, 0x00╪ג Ӈ‡ ▓ѻ. 0xffѤ call ᶘᴖ‡ ӥѻ. ѻ╛⁄ 

╪‡Ἄ Ϯ₡Ѥ 0x15Ѥ modr/ m ḕ╪ ₡ ₮ ╥‡ṬᵙѤ ˦╖ᴛ ᶘᴖ ̆ג  ӥ╥ ꜙᵆᵑנ

͋♬ Ѥ ⁵ ╙ ѻ. 0x15Ѥ ╪ call ᶘᴖ‡ Ӛ⁄ Ϯ₡Ѥ ₡  ⁄͎̐ ,̆╪ἵל ӥʺ ᶉᶛᵙנ

͙ᴜӈ ˃╖ᴛ ʼ♪ ѻѤ ˦╙ Ϯ Ёѻ. Ϯᵾּת Л ḕ╪ Ѥ לἵᵑ Ϯ Ёѻ. ▄‡Ṓᶔ 

0x00402000╪ ӈѻ. ᵣ– 0x00402000⁄ 0x1234ʺ ͙ᴜӇ‡ ▓ѻᶔ ᾒⱠ ─╥ call ᶘᴖ╘ 

0x1234ᴛ ╪ҿ Ѥ ˦╪ ӈѻ. 

 

─╥ ἒᶘ╘ ○ᾎ ͙• ἶ⁄Ἄ ּת↕̆, ▀╥ ▐  ╪ẇ╙ Ḵ ủ Ṓҵᴜ ▫. simple.exe

╥ PE җ⁄Ἄ ▐  ╪ẇ╥ ─ ᵑ ῷṒᶔ 0x21c4̆ג Ӈ‡ ▓ѻ. ╪Ѥ RVA╪͙ ԅᶷ⁄ 

ᾒⱠ ▀ ₡ ἥ╖ᴛ ṉ  Ṓᶔ 0xfc4(0x21c4 ŕ 0x2000 + 0xe00)ʺ ӈѻ. ͎ ṨṪ⁄ ҍ  Ợ 

ҟ ʺ < ᶔ 4>⁄ Ϯ₮▓ѻ. ḙ♣ӈ ṨṪ╪ IMAGE_IMPORT_DESCRIPTOR ̯ⱳ ᵑ Ϯ Ёѻ. 

 

 

ᶑ 4 ▄  ╧Ẅ╢ ᾋ□ ṥṧ 

 

Name ӥ╥ ˃╙ ▄‡ Ṓᶔ 0x2304ѻ. ╪ ֞  RVA╪͙ ԅᶷ⁄ ▀ ₡ ἥ╖ᴛ ṉ ‒ 

ѻ. ṉ ᶔ 0x1104╪ Ӈ̆, < ᶔ 5>⁄ ͎ ṨṪ⁄ ҍ  Ợ ҟ ʺ Ϯ₮ ▓ѻ. ḙ♣ӈ ṨṪ╙ 

▄‡Ṓᶔ ּ͔ת ↕ᵙʺ Ṓ̆ ▓Ѥ ṨṪ╪ kernel32.dll⁄ ҍ  ṨṪ╪גѤ ˦╙ ῼ ὡ ▓ѻ. 

 

 

ᶑ 5 ▄  ╧Ẅ╢ Name Ӣʷ ʷᵖ ѡ ṥṧ 

 

▐  ╪ẇ⁄Ἄ Name ӥ ѻ╛⁄ ▓Ѥ FirstThunk ӥᵑ ▄‡ Ṓᶔ 0x2000╪ѻ. ╪ᵑ ▀ 

₡ ἥ╖ᴛ ṉ ᶔ 0xe00 Ӈ̆, ▀⁄Ἄ ῷṒᶔ < ᶔ 6>̓ ˉ╘ ṨṪ╪ Ϯ ϱѻ. ╪ ̐⁄ 



▓Ѥ Ͽ↔╘ IMAGE_THUNK_DATA ̯ ⱳ ѻ. ╪ᵒ╖ᴛ ͙ᴜӈ ˿↕⁄Ѥ RVAŋ  Ϯ Ͽ͙ ԅᶷ╪ 

0x22bc ṨṪ╙ ▀⁄Ἄ ῷṒᶔ < ᶔ 7>̓ ˉѻ. ּס, lstrlenAᵑ ʺᵙ Ѥ ̐╪ѻ. 

 

 

ᶑ 6 ▄  ╧Ẅ╢ FirstThunk Ӣʷ ʷᵖ ѡ ṥṧ 

 

 

ᶑ 7 FirstThunk ʷ ʷᵖ ѡ ṥṧ 

 

Dll ᴛҗᵑ Ⱡ▬  ԅ ủ Ṓ ӭ╪ < ᶔ 6>⁄ Ϯ ϱ ṨṪ╘ ▀ᴛ Ⱶ◓  ԅ⁄Ѥ ὡ ╪ᵒ

⁄ ҍ  RVAŋ  ♇◑  ʺѻ.  Ἄ ↕ᵙבֿ√ ἵᴛל ╥ᵣ ᴛӹӇ̆ Ϯᶔ ᾒⱠ lstrlenAתּ▓ ̆

call╥ לἵᴛ ─ ▀ ἵᵑל ╪ .▫Қ 0x00402000╙ ѻᾎ Ԏ₤ᴎ Ṓ‴‫ ᴛ ṉ  Ṓᶔ 

0xe00(0x00402000 ŕ 0x400000 ŕ 0x2000 + 0xe00)╪ ӇѤ ˦╙ ῼ ὡ ▓ѻ. ּס, call ᶘᴖ‡╥ לἵ

Ѥ IATŋ  ʺᵙ ̆ ▓Ѥ ˦╪ѻ. ӻגἌ ╪ ̐╥ לἵ ˃ᵣ ḕξᶔ ҉ ὡᵑ Ѥ ᶛӧ ᶘ

ᴖ‡ʺ ╪ҿӇѤ ─ ᵑ ṉ˿  ὡ ▓ѻ. 

 

Ӣ ʷ 

 Ἄ ↕ᵙʺ √Ḓ‰ ṨṪ⁄Ἄ ᾒᾋ Қ ˦ө╘ ᶛӎ ӥᵑ ὡ♬ Ѥ ▬‰⁄ ̕  ˦╪‴ѻ. ╪

 NOP ᶘᴖ‡ᵑ Ἄ ▐╥╥ ӥᵑ ợⱠ  ὡ ▓ѻѤ ˦ҵ ḛ˸ ѻ. ╪׳ ▬‰╙ ᵒ Ⱡ

ᾒ ╥עṨᵐѻ. ᴛ͎ ג‡  ᵒ╙ ṉ ᾎ Ѥ ˭ לӈ ᶜ♠╪͙ ԅᶷ╪ѻ. ᵒ Ⱡ‡ᵑ 

Ἄ ᾅ√ӥ ˤỢᵑ ᶴᴏ  ᾎ ˞Ϯ, ᾎᵙ‬ ӥᵑ ᶸѤ ᶔ╙ ′ ˞Ϯ, ṒΌ ᴛ͎ע╙ Ṫ

ᵙ  ϿѤ ▬‰ө╙  ὡ ▓ѻ. ּתᵣ ♬▬ ͙Ⱶ╥ ᴛ͎ע⁄ Ựᴛ⇔ ͙ѫ╙ ʺ  ὡѤ ′

ѻ. 

 

Ựᴛ⇔ ͙ѫ╙ ʺ ͙ ─ Ἄ ʺ◑ ַא⅝  ˦╘ ӥᵑ ͙ᴜ  ̑ʼ╙ Ṓ Ѥ ˦╪ѻ. ̑ʼ

ᵣ Ṓӈѻᶔ ‡ ӧ ‡ἣẇᵙ ӥᵑ ʺ  ὡ ▓͙ ԅᶷ╪ѻ. ⁴͙Ἄ ↕ᵙѤ ӎ ʺּת Ḣḹ╙ 

ủ Ṗ ˦╪ѻ. ϮѤ PE ᵶ⁄ ὦ˵ֿב ▫ ᵙ ̑ʼ╙ ↔ Ѥ ˦╪̆, ѻᵐ ϮѤ PE ᵶ╙ 

◑ Ἄ ♣  Ựᴛ⇔ ̑ʼ╙ ʺ Ѥ Ḣḹ╪ѻ. Ựᴛ⇔ ӥѤ ʼѾ  ˦╙ ᾒᾋ  ˦╪͙ ԅ

ᶷ⁄ ֹו♪ ᶘᴖ‡ ӥᵑ ᵣө‡Ἄ ͙ᴜ Ѥ Ḣḹ╙ Ợ↔ ѻ. 

 

♩ᴎ╖ ⌐  ӶӅ ̎ʹ 

PE ᵶ⁄Ѥ ӎ ʺּת ꜙᵆ╥ ♬ᴑ ӥʺ ▓ѻ. ϮѤ FileAlignment ӥᴛ ▀ᴛ Ⱶ◓  ԅ 

Ӱᾅ  Ữ⁄Ἄ ἠἪ╥ ˿́ᵑ ᵭ ͙ ─ Ἄ Ợ↔ӈѻ. ѻᵐ ϮѤ SectionAlignment ӥᴛ PE 

▀╪ ᶉᶛᵙᴛ ₤גʺ ᵵ Ӊ ԅ ἠἪ ˿́ᵑ ᵭ ͙ ─ Ἄ Ợ↔ӈѻ.  

 



 

ᶑ 8 PE ᵳ╢ ♩ᴎ Ӣ 

 

< ᶔ 8>⁄ simple.exe╥ ♬ᴑ ӥ ˃ө╪ Ϯ₮ ▓ѻ. FileAlignmentѤ 0x200╖ᴛ 512 ḕ╪  

Ѿ─ᴛ ♬ᴑӈѻѤ ˦╙ Ϯ Ёѻ. ʻ ἠἪ╥ SizeOfRawDataѤ ḙӥᾎ ╪ ӥ╥ Ḥὡʺ Ӈ‡‒ 

ѻ. SectionAlignment ӥѤ 0x1000╖ᴛ 4096 ḕ╪  Ѿ─ᴛ ♬ᴑӈѻѤ ˦╙ ῼ ὡ ▓ѻ. ʻ 

ἠἪ╥ VirtualAddress ӥѤ SectionAlignment ╥ Ḥὡʺ Ӈ‡‒ ѻ. 

 

< ᶔ 8>̓ ˉ╘ Ѿ─╥ ♬ᴑ ӥ ˃╪ Ợ↔Ӊ ԅ ӥ ἠἪ╥ ᾒⱠ ͙ʺ 513ḕ╪  ᶔג

ӥ ἠἪ╪ ᾒⱠ ▀⁄Ἄ ּת Ѥ ͙Ѥ ‬ᵡʺ Ӊͥ? ҉⁷  1024 ḕ╪ ʺ ӈѻ. Ϯᵾּ511 ת

ḕ╪ Ѥ ♬ᴑ╙ ─  ӹ̑ʼ╖ᴛ < ᶔ 9>₮ ˉ͙ 0╖ᴛ √ֿבѻ. ҍṨṪ╥ ᾒ  ▀╥ ˿

↕ ♬ ˭ ♬ᴑ ӥ ˃╥ ḤὡḤʺ ӇѤ ἠἪ ͙ᵑ ʺּתѤ ▀╘ ′ѻ. ӻגἌ ˞╥ ᶛӎʺ 

♬ᴑ╙ ᵭ ͙ ─  ʺ♠╬ ̑ʼ╙ ʺּ̆ת ▓ѻ. ╪ ̑ʼ⁄ ө‡ʾ ὡ ▓╙ ♬ҵᴛ ▬╘ ӥ

─ ╙ᶔ ♬ᴑג Ἄ ϶˵ֿב ̑ʼ⁄ ʺ♠╬ ӥᵑ ͙ᴜ ̆ ͎ ─ ᵑ Ợ↔  ὡ ▓ѻ.  

 

 

ᶑ 9 ♩ᴎ╖ ᵪ ͖ ⌐ Ἁ ӶӅ ̎ʹ 

 

↔ᶔ ╪Ⱡ ᾒⱠᴛ ╪ ̑ʼ╙ Ợױ͎ Ἄ ӥᵑ ̆  Ṓҵᴜ ▫.  Ἄ ᵣӧ simple.exe╥ ˿↕ 

  ʺ ᵜ ˿↕⁄Ѥ ῷᶴ׳ ᶉᾎּתҵ ᴏ Ώ̆ ꜙᴮ תּ ѻ. ╖ᴛ Ṭ ♥  ᴛ͎ע╪ ῷ

Ѵ ὡ ′ѻ. ╪ᵑ ̆ Ἄ ◄ᶣӈ ᾅ√ӥᵑ ░ᴏ ᶔ řWrong passwordŚגѤ ᵦ╙ ᴏ ҵᴜ 

ᴛ͎ע╙ ṉ˿ Ṓ▫. 



 

 

͋ᵚ 1 Ӣ ʷ ᵏҲ 

 

ṉ˿╙ ͙⁄  ἌἌ <͎ᵝ 1>⁄ Ϯ₮ ▓Ѥ ᵒҵᵑ ủ ṒѤ ˦╪ ҵ∑╪ ӈѻ. < ᶔ 2>╥ 

ӥ₮ ˉ╪ Ṓᶔ ╪ ͙ʺ ΅ ὡ∩ ѻ. ʻ Ḗᾅ╥ ⅍ בֿ ⁄ ˭ ᾎӈ ṨṪ╘ לἵѻ. ⅍

╘ ͙Ⱶ╥ ӥ ᵒ╙, ₡ᵐ ╘ ↕ᵙʺ ὡ♬  Ữ ╥ ӥ ᵒ╙ Ϯ Ёѻ. 0x401869Ѥ ẋ

ḌḴ ʺ ᴕ╙ ˿↕⁄ ᾒ ӇѤ ӥ╪̆, 0x401882Ѥ ᴛ͎ע╪ ϥϮѤ ּת♩⁄ ᾒ ӇѤ 

ӥѻ. ↕ᵙѤ Ӛ ⁄ ӥ₮ ҥ╪ ᵑ ʺ ̆ ẋḌḴ ʺ ᵛ ˿↕⁄ ʺӈ ╖ᴛ ♩ ᵑ 

ҵᴜ ᵣө ˦╪ѻ. ʺӈ ӥʺ ᶛӎ ᾒ Ӈ̆ Ϯᶔ ∟מ ὣἌҍᴛ ᴛ͎ע ꜙᴮ Ѥ ṨṪ

╖ᴛ ѻᾎ ♩ ᵑ רѻ. ▬‰╙ ͙⁄  Ἄ ᵡּתᵢ╖ᴛ ʻ לἵ⁄ ҍ Ἄ Ḵ җ ủ Ṓ▫. 

simple.exeѤ ᶉᶛᵙ Ữ╥ 0x400000 Ḵּת⁄ ᴛӥӇ̆, text ἠἪ╥ ▀ ₡ ἥ╘ 0x400╪̆, ᶉ

ᶛᵙ Ữ⁄Ѥ 0x1000⁄ ᵵ ӈѻ. ӻגἌ 0x4018c0╥ ▀ ₡ ἥ╘ 0xcc0(0x4018c0 ŕ 0x400000 

ŕ 0x1000 + 0x400)╪̆, 0x401840╥ ▀ ₡ ἥ╘ 0xca0╪ѻ. ᾒⱠ ӥᵑ ʺ  Ṓҵᴜ ▫. 

 

↕ἐ Ⱡ▀ᶀ♇  ▀╘ řWrong password Śŋ  ͙ᴜ Ѥ ▀╪ѻ. Ợ ⁄Ӱ ᴛ ⁸‡Ἄ 0xcc0 ₡

ἥ⁄ řWrong password Śŋ  ͙ᴜ ▫. ╪Ѥ text ἠἪ╥ ӹ╙ ─  ̑ʼ╪ѻ. ʺᵑ ᶔ < ᶔ 

10>̓ ʾ╪ ӈѻ. 0x0d, 0x0aѤ ŗ\ r\ nŘ╙ ╥Ḉ ѻ. 

 

 



ᶑ 10 0xCE0› Wrong password ᵎ ʷ  ṥṧ 

 

╪Ⱡ řWrong password Śŋ  ᴏ Ѥ ӥᵑ ▬Ἓ  ᴗѻ. řWrong password Śŋ  ᴏ Ѥ ṨṪ╘ 

simple.exe⁄ ▓Ѥ Print ὡᵑ Ợ↔ ᶔ ӈѻ. < ᶔ 2>⁄Ἄ řGood JobŚ╙ ᴏ Ѥ ӥᵑ Ṓ

ҵᴜ ▫. pushᴛ řGood JobŚ╙ ᾅ ⁄ К̆, sub_4017E0ŋ  ѻ. ╪˦╪ ♣Ṩѻ. ͎̐⁄ ▓

Ѥ ḕ╪  ӥᵑ ͎ҍᴛ Ợ↔ ҵᴜ ѻ. 

 

ᵖᾂ  2 'Good Job' ╖ ᴌ ѡ Ӣ ṥṧ 

68 f8 20 40 00   push offset aGoodJob  

e8 63 ff ff ff   call sub_4017e0  

83 c4 04          add esp, 4  

 

<ᵙᾅ  2>⁄ ҉ ṨṪᵣ ḛ  ӥʺ Ϯ₮ ▓ѻ. ╪ ӥ⁄Ἄ ↕ᵙʺ ̆ ‒  ṨṪ╘ ӎ 

̐╪ѻ. řGood JobŚ╥ לἵ₮ sub_4017e0╥ Ữҍ ₡ ἥ╪ ͎˦╪ѻ. ʻʻ╙ ὡ♬ Ѥ Ḣḹ╙ ủ

Ṓ▫. 

 

0x68, 0xf8, 0x20, 0x40, 0x00⁄Ἄ 0x68╘ push⁄ ҍ  ᶘᴖ‡ ӥѻ. ͎ Ӛᴛ Ϯ₡Ѥ 4ḕ╪ ʺ 

pushӉ ˃╙ ╥Ḉ ѻ. ᵙ  ⁪ӰΌ╪͙ ԅᶷ⁄ ⁵╖ᴛ ▄‡Ṓᶔ 0x004020f8╪ ӈѻ. ↕ᵙѤ ╪ 

ἵᵑ řWrong passwordל Śŋ  ͙ᴜ Қ 0x4018c0╖ᴛ ṉ˿  .ᶔ ӈѻל 

 

ѻ╛╖ᴛ ủ Ṗ ṨṪ╘ call sub_4017e0⁄ ҉ Ѥ ӥ╬ 0xe8, 0x63, 0xff, 0xff, 0xff╪ѻ. 0xe8╘ 

call⁄ ҍ  ᶘᴖ‡ ӥ╪̆, Ӛ ⁄ ▓Ѥ 0x63, 0xff, 0xff, 0xffѤ  ̐⁄ ҍ  Ữҍ ─ ѻ. 

◓ ᶘᴖ‡ ╬ (EIP)⁄ ♇◑ӈ ˃⁄ 0xffffff63╪ җ  ʺѻѤ ╥Ḉѻ. ↕ᵙ ╙̐ בֿ

‒ Ѥ Print ὡ╥ ♥ҍ ḴּתѤ IDAʺ ṪἍ ˦ ὡᶘ⁄ ▓Ѥ ר ᴀ 0x4017e0ѻ. ↕ᵙʺ 

 ԅ╥ EIPѤ 0x4018aaѻ. ╪Ѥ ↕ᵙʺ ʺ  ӥʺ ᾎ▬ Ѥ 0x4018a0⁄ push₮ call ᶘ

ᴖ‡╥ ͝╪╬ 10╙ җ ─ ╪ .ѻ╪˃ ר ⁄Ἄ 0x4017e0ᵑ ͙ ─  ₡ ἥ╙ ́ụ͙ᴛ 

́ụ  Ṓᶔ 0xffffff36╪ ӈѻ. ϥ╖ᴛ ↕ᵙʺ 0x4018a0⁄ ᵣӧ ӥ ᵡּתᵢ ṨṪ⁄ 0x401882ᴛ 

♩ Ѥ ӥᵑ ︡‡КѤѻ. ӎ ̐ Ợ╪╥ ₡ ἥ╘ 0xffffffd0 (0x401882 ŕ 0x4018b2)ѻ. ╪ᴅ˭ 

ỸἛ  ӥʺ <ᵙᾅ  3>⁄ Ϯ₮ ▓ѻ.  Ἄ ἒᶘ  ҥ╪ ₮ Ζ ӥᵑ ʺ ᶔ < ᶔ 

11>̓ ˉ╘ ʺ ӈѻ. 

 

ᵖᾂ  3 'Wrong password' ᵎ ᴌ ѡ Ӣ 

68 c0 18 40 00    push ôWrong password õ 

e8 36  f f  ff ff    call sub_4017e0  

83 c4 04           add esp , 4  

e9 d0  ff ff ff    jmp loc_401882  

 



 

ᶑ 11 Ӣ₫ Ң╧ ᵎ ᶘӋ ʷ  ᶑ 

 

╪Ⱡ <͎ᵝ 1>⁄ ▓Ѥ  ʺּת ἐᵣ ⁷˺ ♩ ᶔ ӈѻ. ḕᴛ 0x40186f⁄Ἄ 0x4018a0╖ᴛל

Ѥ ӥѻ. ͙Ⱶ╥ 0x40186f⁄Ἄ 0x401882ᴛ ♩ Ѥ ṨṪ╥ ӥѤ 0xeb, 0x0fѻ. ╪ ᶘᴖ‡ʺ 

ᾒ Ӊ ԅ╥ EIPѤ 0x401873(0x40186f + 0x04)ѻ. ӻגἌ ↕ᵙʺ ♩ ‒ Ѥ ̐╬ 0x4018a0ͥ

₡ ╥תּ ἥ╘ 0x2d(0x4018a0 ŕ 0x401873)̋  ӈѻ. 0x0fᵑ 0x2dᴛ ̆ ᶔ ӈѻ. ╪ᴅ˭ ᶛӧ Ṩל

Ṫ╙ ̆  ѻ╛ ᴛ͎ע╙ ᾒ Ἄ ‹֮  ᾅ√ӥᵑ ︡‡К╘ ˦╙  ˦╪ < ᶔ 12>

⁄ Ϯ₮ ▓ѻ. 

 

 

ᶑ 12 ᴘ͋ן ᾏ  ᶑ 

 

Ἓἧ ʷ ͖ 

Ợᾒ ӹ ₅⁵╙ Ợ↔ Ἄ ʺ  ὡ ▓Ѥ ӥ⁄Ѥ ́ʺ ▓ѻ. ԅᴛѤ ӹ ₅⁵╪ ῷ₉ Ⱶ

◓ ʺ ╙Ѥ Ṋҵ╥ ἠἪ⁄↕˿ ׳͎ .Ώ╙ ὡҵ ▓ѻ תּ Ἄ ͎̐⁄ ӥᵑ ͙ᴜ Ѥ Ḣḹ╙ 

Ợ↔ ᶔ ӈѻ. ╪ ˿↕⁄Ѥ ╪ᴝ♠╖ᴛѤ ˞╥ ᶛӧ ӥᵑ ʺ  ὡ ▓ѻѤ ◑♩╪ ▓ѻ. ḙᶔ

⁄ ἠἪ╙ ʺ Ѥ ṓ◌  ▬‰╙ ‒ ѻѤ Ṭ ╪ ▓ѻ. 

 

<ᵙᾅ  4>⁄ ▀⁄ ἠἪ╙ ʺ Ѥ AddSection ὡʺ Ϯ₮ ▓ѻ. ▀Ѿ Ḵ ӥᵑ  ủ

Ṓҵᴜ ▫. ὡ ַאʼ⁄ Ϯ₡Ѥ WriteSection̓ FillSection╘ ▀ ϥ⁄ Ựᴛ⇔ ἠἪ╙ ͙ᴜ Ѥ 

⁵ ╙ ѻ. 

 

ᵖᾂ  4 ╪› Ἓἧ╖ ʷ ѡ Ὕ 

BOOL AddSection(LPCTSTR inPath      // ░ᴏ ▀ ˿ᴛ 



                , LPCTSTR secPath   // ἠἪ ▀ ˿ᴛ 

                , LPCT STR secName   // ἠἪ ╪ᵒ 

                , DWORD secSize     // ἠἪ ͙ 

                , DWORD secAttr)    // ἠἪ ἶἛ 

{  

    HANDLE in = INVALID_HANDLE_VALUE;  

    HANDLE out = INVALID_HANDLE_VALUE;  

    TCHAR outPath[MAX_PATH];  

    PVOID buf = NULL;  

    DWORD ntOffset, secOffset;  

    BOOL ret = FALSE;  

 

    DWORD hSize, rhSize; // ͙Ⱶ җ ͙, Ự җ ͙ 

    int secNo; // ʺӇѤ ἠἪ Ḵ  

    DWORD fAlign, sAlign; // ▀ ♬ᴑ, ἠἪ ♬ᴑ 

    DWORD sizeOfImage; // ╪Ḉּת ͙ 

 

    // 1. ▀╙ ⁸̆, җ Ͽ↔╙ ˤּש ѻ.  

    in = CreateFile(inPath, GENE RIC_READ, 0, NULL  

                    , OPEN_EXISTING, 0, NULL);  

 

    if(in == INVALID_HANDLE_VALUE)  

        return FALSE;  

 

    IMAGE_DOS_HEADER dos; 

    IMAGE_NT_HEADERS nt;  

    IMAGE_SECTION_HEADER sec[MAXIMUM_SECTION_NUMBER]; 

    DWORD readed;  

 

    if(! ReadFile(in, &dos, sizeof(dos), &readed, NULL))  

        goto $cleanup;  

 

    if(dos.e_magic != IMAGE_DOS_SIGNATURE)  

        goto $cleanup;  

 

    ntOffset = dos.e_lfanew;  

    SetFilePointer(in, ntOffset, NULL, FILE_BEGIN);  

    ReadFile(in, &nt, sizeof(nt), &r eaded, NULL);  

 

    if(nt.Signature != IMAGE_NT_SIGNATURE)  

        goto $cleanup;  

 

    secNo = nt.FileHeader.NumberOfSections;  



    if(secNo >= MAXIMUM_SECTION_NUMBER)  

        goto $cleanup;  

 

    secOffset = dos.e_lfanew  

            + sizeof(nt.Signature)  

            + sizeof(nt.FileHeader)  

            + nt.FileHeader.SizeOfOptionalHeader;  

 

    rhSize = secOffset  

            + (nt.FileHeader.NumberOfSections + 1)  

            * sizeof(IMAGE_SECTION_HEADER);  

 

    SetFilePointer(in, secOffset, NULL, FILE_BEGI N);  

    ReadFile(in  

            , sec  

            , secNo * sizeof(IMAGE_SECTION_HEADER)  

            , &readed, NULL);  

 

    fAlign = nt.OptionalHeader.FileAlignment -  1;  

    sAlign = nt.OptionalHeader.SectionAlignment -  1;  

 

    // 2. Ựᴛ⇔ җ ͙ᵑ ́ụ ѻ.  

 

    rhSize = MakeAlign(rhSize, fAlign);  

    hSize = nt.OptionalHeader.SizeOfHeaders;  

    if(hSize > sec[0].PointerToRawData)  

        hSize = sec[0].PointerToRawData;  

 

    if(rhSize > hSize)  

    {  

        if(rhSize > sec[0].VirtualAddress)  

            goto $cle anup;  

    }  

 

    // 3. ᴏ ▀╙ ⁸̆, ͙Ⱶ ἠἪ Ͽ↔╙ ͙ᴜ ѻ.  

 

    StringCbCopy(outPath, sizeof(outPath), inPath);  

    StringCbCat(outPath, sizeof(outPath), _T(".nx"));  

 

    out = CreateFile(outPath, GENERIC_WRITE, 0  

                    , NULL, CREATE_ALWAYS  

                    , FILE_ATTRIBUTE_NORMAL, NULL);  

     

    if(out == INVALID_HANDLE_VALUE)  



        goto $cleanup;  

 

    DWORD bufSize = GetFileSize(in, NULL);  

    buf = VirtualAlloc(NULL  

                        , bufSize  

                        , MEM_COMMIT | MEM_ RESERVE 

                        , PAGE_READWRITE);  

    if(!buf)  

        goto $cleanup;  

 

    DWORD dataSize = bufSize -  hSize;  

    SetFilePointer(in, hSize, NULL, FILE_BEGIN);  

    ReadFile(in, buf, dataSize, &readed, NULL);  

    SetFilePointer(out, rhSize, N ULL, FILE_BEGIN);  

 

    DWORD written = 0;  

    WriteFile(out, buf, dataSize, &written, NULL);  

 

    // 4. ͙Ⱶ ▀⁄ Ựᴛ⇔ ἠἪ Ͽ↔╙ ʺ ѻ.  

 

    if(secPath)  

    {  

        secSize = WriteSection(out  

                                , secPath  

                                , secSize  

                                , fAlign);  

        if(secSize == 0)  

            goto $cleanup;  

    }  

    else if(secSize)  

    {  

        secSize = FillSection(out, secSize, fAlign);  

        if(secSize == 0)  

            goto $cleanup;  

    }  

    else  

        goto $cleanup;  

 

    // 5. җ ӥᵑ ́ụ Ἄ ˔ᾐ ѻ.  

 

    if(rhSize > bufSize)  

    {  

        VirtualFree(buf, 0, MEM_RELEASE);  

 



        bufSize = rhSize;  

        buf = VirtualAlloc(NULL  

                        , bufSize  

                        , MEM_RESERVE | MEM_COMMIT 

                        , PAGE_READWRITE);  

    }  

 

    ZeroMemory(buf, rhSize);  

    SetFilePointer(in, 0, NULL, FILE_BEGIN);  

    ReadFile(in, buf, hSize, &readed, NULL);  

 

    PIMAGE_NT_HEADERS pNt; 

    PIMAGE_SECTION_HEADER pSec; 

 

    pNt = (PIMAGE_NT_HEADERS) GetPtr(buf, dos.e_lfanew);  

    pSec = (PIMAGE_SECTION_HEADER) GetPtr(buf, secOffset);  

 

    if(pSec[0].PointerToRawData < rhSize)  

    {  

        DWORD diff = rhSize -  pSec[0].PointerToRawData;  

        for(int i=0; i<nt.FileHeader.Numb erOfSections; ++i)  

            pSec[i].PointerToRawData += diff;  

    }  

 

    PIMAGE_SECTION_HEADER src = pSec + secNo -  1;  

    PIMAGE_SECTION_HEADER dst = pSec + secNo;  

 

#ifdef _UNICODE  

    char msecName[20];  

    WideCharToMultiByte(CP_ACP, 0, secName, - 1 

                        , msecName, 20, NULL, NULL);  

    StringCbCopyA((LPSTR)pSec[secNo].Name  

                    , sizeof(pSec[secNo].Name), msecName);  

#else  

    StringCbCopy(pSec[secNo].Name  

                , sizeof(pSec[secNo].Name)  

                , se cName);  

#endif  

 

    dst - >Characteristics = secAttr;  

    dst - >Misc.VirtualSize = secSize;  

 

    dst - >PointerToRawData = src - >PointerToRawData  

                            + src - >SizeOfRawData;  

 



    dst - >SizeOfRawData = MakeAlign(secSize, fAlign);  

    dst - >Vi rtualAddress = src - >VirtualAddress  

                        + src - >Misc.VirtualSize, sAlign;  

 

    dst - >VirtualAddress = MakeAlign(dst - >VirtualAddress  

                                    , sAlign);  

 

 

    ++pNt - >FileHeader.NumberOfSections;  

    pNt - >Optional Header.SizeOfHeaders = rhSize;  

 

    sizeOfImage = pNt - >OptionalHeader.SizeOfImage  

                + dst - >Misc.VirtualSize;  

 

    sizeOfImage = MakeAlign(sizeOfImage, sAlign);  

    pNt - >OptionalHeader.SizeOfImage = sizeOfImage;  

     

    // 6. Ựᴛ⇔ ▀╥ ᾎ▬ ─ ⁄ җᵑ ͙ᴜ ѻ.  

 

    SetFilePointer(out, 0, NULL, FILE_BEGIN);  

    WriteFile(out, buf, rhSize, &written, NULL);  

 

    ret = TRUE;  

 

$cleanup:  

    if(buf)  

        VirtualFree(buf, 0, MEM_RELEASE);  

 

    if(in != INVALID_HANDLE_VALUE)  

        CloseHandle(in);  

 

    if (out != INVALID_HANDLE_VALUE)  

        CloseHandle(out);  

 

    return ret;  

}  

 

ӥʺ ṓ◌ Ἄ ӥᵑ ἒᶘ Ѥ ˦ṒѻѤ ͙ṕ♠╬ ῷ╪Ӱ‡ᵑ ἒᶘ Ѥ ˦╪ ꜜ˳ѻ. PE ᵶ

╘ ἠἪ Ѿ─ᴛ ̕ᵙӇ̆ ʻ ἠἪ╘ Ҷᵞ♠╖ᴛ Ⱶ◓ ͙ ԅᶷ⁄ ἠἪ╙ ợⱠ ̆, ʺ Ѥ ˦

╪ ʺѫ ѻ. ἠἪ╙ ʺ ѻ̆ Ỹʻ ╙ ԅ ↕ᵙʺ ‒  ▬‰╘ ᶴ″▀ͥ? ḕᴛ Ựᴠ˭ 

ʺӉ ἠἪ җ₮ ἠἪ ҥ╪ ᵑ ▀⁄ ʺ  .Ѥ ˦╪ѻל 

 

ἠἪ җᵑ ʺ  ԅ ל╥ ‒  ♩╘ ӎ ʺּתѻ. җʺ ΰ Ἄ ἠἪ җᵑ ʺ  ᵣ  



̑ʼ╪ Ⱶ◓ ♣ ΏѤ ˿↕ѻ. ╪ ԅ⁄Ѥ תּ  җ ͙ᵑ ּשʺ ᾎ ‒ ѻ. ֞  ♣  җ 

͙ᵑ ּשʺ ᾎ  ԅ,  Ḵ  ἠἪ╪ ᶉᶛᵙ⁄ ᵵ ӇѤ ─ Ṓѻ җ╥ ͙ʺ ἌѤ Ό ӈѻ

Ѥ ♩╙ ᶘᾔ ‒ ѻ. ᵣ– ἠἪ җᵑ ѥᴕѻᶔ ╪  Ϯ₡Ѥ ἠἪ╥ ṕᶷ ṨṪ╪ ᶛӎ Ӛᴛ 

ӈ ᵣʺשּ  ╪ҿӅ‒ ͙ ԅᶷ⁄ ἠἪ җ╥ PointerToRawDataŋ  Ӛᴛ ╪ҿᾎ  .ѻ ‒‡ל

ӎ Ḵ ᴛ ל╥ ‒  ♩╘ җ Ͽ⁄Ἄ ᵡּתᵢ ἠἪ ѻ╛⁄ ♬Ṓʺ ▓Ѥ ˿↕ѻ. לᴛ ḕ╬ӥ 

♬Ṓʺ ╪ ─ ⁄ ͙ᴜӈѻ. ╪ ˿↕⁄Ѥ ḕ╬ӥ ♬ṒѤ ♬Ṓᵑ Ựᴛ⇔ ─ ᴛ ₦˵ ל˞Ϯ ҉ 

∟תּ ╙▀ ΏѤ ᴛ ᵙ תּ ‒ ѻ. 

 

ἠἪ Ͽ↔╙ ʺ  ԅ ל╥ ‒  ♩╘ ἠἪ Ͽ↔╥ ͙Ѥ FileAlignment╥ Ḥὡʺ Ӈ‡‒ 

ѻѤ ♩╪ѻ. ֞  Ựᴠ˭ ʺӈ ἠἪ╘ ᵡּתᵢ ἠἪ ѻ╛⁄ ₡ҵᴜ VirtualAddressᵑ ⱳ♬ ל 

‡‒ ѻ. ꜙꜙ ӰḲ͎ ♬Ṓʺ ἠἪ⁄ Ӈּת Ώ̆ ▀ ϥ⁄ Ҷᵞ♠╖ᴛ Ⱶ◓ Ѥ ˿↕ʺ ▓

ѻ. ╪˦╘ ḕ╬ӥ ♬Ṓ₮ ᵡ ∟תּ Ϯ˞ל˵₦ ᴛתּʺ ΏѤ ᴛ ᵙ תּ ‒ ѻ. 

 

ϥ╖ᴛ ἠἪ╙ ʺ ˭ Ӈᶔ ⁷♠╖ᴛ SizeOfImage̋  ṉ˿ӈѻ. ╪ ͙Ѥ ʺӈ ἠἪ╥ 

͙ᵑ җ Ἄ SectionAlignment ⁄ ♬ᴑ╪ Ӈҵᴜ ⱳ♬ ʺ ѻ.  Ἄ ἠἪ җᵑר  Ѥ ̓♬⁄

Ἄ җ ͙ᵑ ѥᵛ ˿↕גᶔ SizeOfHeaders ӥҵ ˉ╪ ὡ♬ ▓ ⁄ѻ. FileHeader ‒‡ל 

Ѥ NumberOfSections ӥҵ ʺ  ἠἪ╥ ˌὡᵣ ᾎʺשּ   .ѻ ‒‡ל 

 

addsection ᴛ͎ע╥ ♣  ӥѤ ╪Ҁ╥ Ӱᾅ ⁄ ө‡ ▓ѻ. addsection ᴛ͎ע╙ Ợ↔ Ἄ 

simple.exeŋ  ṉ  Ṓҵᴜ ▫. simple.exeѤ ᾎ▬  ԅ řPassword => Śŋ  ᴏ ѻ. Ựᴛ⇔ ἠἪ

╙ ʺ Ἄ řPassword => Śŋ  ᴏ ͙ ♣⁄ řPlease enter the password Śה ᶷ̯ᵑ ᴏ ҵᴜ ᵣ

ө ˦╪ѻ. ▫ʺ Ỹʻ  ҆╙ Ṓ͙ ♣⁄ ֹו♪ Ḵ ‡Ṓҵᴜ ▫. 

 

<ᵙᾅ  5>⁄ ▫ʺ Ỹʻ ṕ ӥʺ Ϯ₮ ▓ѻ.  Ἄ ӹ ̑ʼ⁄ ӥᵑ ʺ  ԅ ѢΠ˳ּת

ᵣ ⁄˭ ỮҍלἵѤ ̩◑  ᵙ  Ḣᾏ╪ּתᵣ Ợז⁄˭Ѥ ̩◑  ӧ Ḣᾏ╪ѻ. ͎מἌ 

╪Ḵ ӥ⁄Ѥ Ữҍ לἵᵑ Ợ↔  .Ώҵᴜ ᵣө‴ѻ. eax⁄ 0x405030╙ КѤ ˦╙ Ṗ ὡ ▓ѻ תּ

0x405030⁄Ѥ Ḉᵙ Print ὡ╥ לἵ╬ 0x4017e0ᵑ ͙ᴜ  ӎ‴ѻ. ╪ᴅ˭ ᶔ DLL ὡᵑ 

Ѥ ˦ ᴀ eax⁄ 0x405030╙ К̆ call╙ ᶔ …Ⱡӧּת Printᵑ  ὡ ▓˭ ӈѻ. 

0x405000⁄Ѥ řPlease enter the password Śŋ  ͙ᴜ  ӎ‴ѻ. ╪ᴅ˭ ♣ ᵑ ̯Ἓ ᶔ < ᶔ 13>

̓ ˉ╪ ̯Ἓӈѻ. 

 

ᵖᾂ  5 'Please enter the password 'ᵎ ᴌ ѡ Ӣ 

68 00 50 40 00     push 0x405000  

b8 30 50 40 00     mov eax, 0x405030  

ff 10                call dword ptr ds:[eax]  

83 c4 04            add esp, 4  

68 e0 20 40 00     push 0x4020e0  

b8 30 50 40 00     mov eax, 0x405030  

ff 10                call dword ptr ds:[eax]  

83 c4 04            add esp, 4  



c3                   retn  

 

 

ᶑ 13 Ἓἧ› ʷ  Ң╧  

 

ἠἪ╙ simple.exe⁄ ʺ  ѻ╛⁄ simple.exe⁄Ἄ řPassword => Śŋ  ᴏ Ѥ ṨṪ╥ ӥᵑ 

0x405040╙ Ѥ ӥᴛ ṉ˿ ѻ. 0x68, 0xe0, 0x20, 0x40, 0x00, 0xe8, 0xa2, 0xff, 0xff, 0xffᴛ 

Ӈ‡ ▓Ѥ ṨṪ╙ 0xb8, 0x20, 0x50, 0x40, 0x00, 0xff, 0x10, 0x90, 0x90, 0x90╖ᴛ ̆  ╪ .ᶔ ӈѻל

̓♬╪ < ᶔ 14>⁄ Ϯ₮ ▓ѻ. 

 

 

ᶑ 14 Ὕ♩  ᴘ͋ן╖ ᾏ  ᶑ 

 

Ҳ♆ ̐♫ 

ᵡּתᵢ⁄ ▬Ἓ  AddSection ὡѤ ḕ⇔ӥ ♬ṒϮ ӰḲ͎ ♬Ṓ⁄ ҍ  ҍẋʺ Ӈ‡ ▓ּת Ώѻ. 

҉ ♬Ṓʺ Ⱶ◓ Ѥ ˿↕⁄Ѥ ♠♥  ₦˵Ἄ ҹ╪ Ϯּת Ώҵᴜ ᵣө‡Ṓ▫. ⸗ җ ̕ᾔ╪ ▓

Ѥ Ҷ▫גᶔ ⱳ͔ ˞ᵙʺ ▓ּתᵣ detour ג╪Ẅױᵙ╥ ἵᾅ ӥᵑ ṪἍ  ṒѤ ˦ҵ ҵ∑╪ Ӊ 

˦ ˉѻ. 

 

Ͽ↔╪ ╪ ͙Ѥ өּתᵣ ̕ᴐ Ṫ‒ᵑ ̑Ṩ Ṓ̆ ᾘѻѤ Ỹʻ╪ ӧѻᶔ ̆ ▫ᴮ⁄ ▓Ѥ ˦

ө╙ ↔ ▫. ˞╥ ḕ╪ẇᴛ ṬᵙѤ ▫ᴮө╪͙ ԅᶷ⁄ ▀Ҷ ѻᶔ Ͽ̑ Ữ⁄  ҵ∑╪ Ӊ 

˦╪ѻ. ͎ᵙ̆ ̆▫ᴮ⁄ ▓Ѥ ╬  ᵰќ‬╥ ˿↕ לᶷ╙ ᶔ Ϯג⁄ ́̕′╪ ╖ᴛ ӈ ᵰ



ќ‬╙ ṒϿרѻ. x86 ᾎᾅ  ᴛ͎מḒ╪Ϯ ᶘᴖ‡ ӥᵑ ṪἍ Ѥҥ  ҵ∑╪ ӇѤ ▫ᴮ╪

ḃᴛ ῷֹו ᵡᴐ ᶣ תּ ѻᶔ Υ לᶷ Ἄ ▄‡Ṓҵᴜ ▫. ᶹᴝ ᶴᴮѻ. 
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