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// GetModuleHandle(0);
mov esi, 0x00402000
push 0

call esi
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#pragma data_seg("IAT")

char IAT[] =
"+kernel32.dll$ LoadLibraryA$ LoadLibraryW$"
" GetProcAddress$ ExitProcess$ OutputDebugStringA$"
" OutputDebugStringW$ VirtualQuery$ VirtualProtect$"
"+user32.dll$ wsprintfA$ wsprintfw$";

#pragma data_seg()

#define DD(); _asm { __asm nop _asm nop __asm nop __asm nop }
void Entry()

{

__asm call Stubl

DD
DD

// VirtualProtect =
// kernel32.dll &

DD(); // MEl H|O[E =4
DD(); // LoadLibraryA =4
DD(); // LoadLibraryW ZFA
DD(); // GetProcAddress FA
DD(); // ExitProcess 2~
DD(); // OutputDebugStringA =
DD(); // OutputDebugStrlngW T4
DD(); // VirtualQuery =
0
0



D(); // wsprintfA A
D(); // wsprintfW =4
D(); // user32.dll &
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IMAGE_NT_HEAL# pFile Raw Data YWalue e
IMAGE_SECTIOM DO0OOADD 2B 6B 65 72 6E 65 BC 33 32 ZE 64 BC BC 24 20 AC +kernel32.d11% L
IMAGE_SECTIOM 00000ATD  BF B1 B4 AC B9 B2 72 B1 72 79 41 24 20 4C 6F B1 oadLibraryA% Loa
IMAGE_SECTIOM 00000AZ20 B4 4C B9 B2 72 B1 72 79 57 24 20 47 B5 74 50 72 dLibraryWwd GetPr
IMAGE_SECTIOM 0O00OA30 BF 63 41 B4 B4 72 BS 73 73 24 20 45 78 69 74 50 ocAddress$ ExitP
IMAGE_SECTIOM 0O0OOA4D 72 BF 63 BS 73 73 24 20 AF 75 74 70 75 74 44 BS rocess$ OutputDe

SECTION .text 00000450 B2 75 B 53 74 72 B3 BE 67 41 24 20 4F 75 74 70 bugStringA$ Outp
SECTION .rdata 00000AB0 75 74 44 B5 B2 75 B7 63 74 72 B9 6E 67 57 24 20 utDebugString®h

SECTION [AT DO0OOAYD 56 B9 72 74 75 61 BC 51 75 BS 72 79 24 20 56 B9 VirtualQueryd Vi
SECTION .rsrc 00000AS0 72 74 75 B1 BC 80 72 6BF 74 BS B3 74 24 2B 75 753 rtualProtectf+us

SECTION .reloc — 00000490 BS 72 33 32 2E B4 BCBC 24 20 77 73 70 72 B9 BE er32.d1 1% wsprin

r 5 00000AA0 74 B6 41 24 20 77 73 70 72 B9 BE 74 B6 57 24 00 t fAR wsprint A, =
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typedef struct _DLL_ENTRY
{
string name; // dll O|&
StringVec funcs; // & 0|
} DLL_ENTRY, *PDLL_ENTRY;
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typedef std:vector<DLL_ENTRY> DIIEntryVec;
typedef std:vector<DLL_ENTRY>:iterator DIIEntryVit;

DlIEntryVec m_iat; // DLL, &4 O|E X% Z 7t
DWORD m_iatSize; // IAT 37|
DWORD m_functionSize; // St 37|

o|AE 3IAT MM st
void CStubCode::MakelIAT(LPBYTE data)
{
char name[MAX_PATH];
int index = 0;
FSM_STATE state = START;
DLL_ENTRY entry;

m_iat.clear();
m_iatSize = sizeof(IMAGE_IMPORT_DESCRIPTOR);

m_functionSize = 0;

while(*data)

Entry gt Kernel32.dll
IAT ClaagH |
Name
IMPORT ADDRESS TABLE |
ILT l
¥
Kernel32.dll User32.dll NULL
ClA32E CjA32E ClA32E 0x123456 ‘ 0x123456 ‘ Kernel32.dll ‘
IMPORT LOOKUP TABLE ‘
AddressOfData AddressOfData
DIl 0| & ME 3 l l
£ 0|8 H%E Z7t LoadLibraryA ‘






m_iat.back().funcs.push_back(name);

m_iatSize += strlen(name) + 1 + sizeof(WORD);
m_functionSize += sizeof(DWORD);

else

name[index] = *data;
++index;

}

break;

}

++data;
m_iatSize += m_functionSize;
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void CStubCode::Write(LPBYTE buf, SIZE_T bufSize, DWORD imageBase, DWORD codeBase)

{
IMAGE_IMPORT_DESCRIPTOR idesc;
LPBYTE iat = buf + CodeSize();

LPDWORD lookups = (LPDWORD) (iat + (m_iat.size() + 1) * sizeof(idesc));
LPBYTE dlINames = (LPBYTE) lookups + m_functionSize;

LPBYTE funcNames = dlINames;

LPDWORD functions = (LPDWORD)(buf + m_entry + 9);

StringVit sit;



StringVit send;

DIIEntryVit it;
DlIEntryVit end = m_iat.end();
for(it = m_iat.begin(); it != end; ++it)

funcNames += (*it).name.length() + 1;

idesc.ForwarderChain = 0;

idesc.TimeDateStamp = 0;

for(it = m_iat.begin(); it != end; ++it)

{
idesc.OriginalFirstThunk = Offset(lookups, buf, codeBase);
idesc.FirstThunk = Offset(functions, buf, codeBase);
idesc.Name = (DWORD)(dIINames - buf) + codeBase;
memcpy(iat, &idesc, sizeof(idesc));

iat += sizeof(idesc);

strcpy((char *) dlINames, (*it).name.c_str());

dlINames += (*it).name.length() + 1;

send = (*it).funcs.end();
for(sit = (*it).funcs.begin(); sit != send; ++sit)
{
*functions = Offset(funcNames, buf codeBase);

++functions;

*lookups = Offset(funcNames, buf, codeBase);

++lookups;

funcNames[0] = O;
funcNames[1] = O;
strcpy((char *) funcNames+2, (*sit).c_str());

funcNames += (*sit).length() + 3;

*functions = 0;

++functions;



*lookups = 0;

++lookups;

idesc.OriginalFirstThunk = 0;
idesc.FirstThunk = 0;
idesc.Name = 0;

memcpy(iat, &idesc, sizeof(idesc));
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typedef struct _"METADATA
{
DWORD codeOffset; // |2 AE @Al
DWORD codeSize; // Q2 I E

IMAGE_DATA_DIRECTORY import; // & IAT
DWORD originalEntry; // &2 FIQIH
} METADATA, *PMETADATA;
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#pragma comment(linker, "/section:.text,rwe")
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#pragma comment(linker, "/merge:.L=.text")

#define METADATA_OFFSET 5
#define LOADLIBRARYA_OFFSET (METADATA_OFFSET + 4)
#define LOADLIBRARYW_OFFSET (METADATA_OFFSET + 8)

/.. BEF .

#define InitAPI(V, B, O) (*(FARPROC *) V = *(FARPROC *) GetPtr(B, O))

#pragma data_seg(".L")

HMODULE (WINAPI *g_LoadLibraryA)(LPCSTR) = NULL;

HMODULE (WINAPI *g_LoadLibraryW)(LPCWSTR) = NULL;

FARPROC (WINAPI *g_GetProcAddress)(HMODULE, LPCSTR) = NULL;

/.. BEF ..

char g_msgl] = "Z Z = HE{#n";
PVOID g_base = NULL;
PMETADATA g_meta = NULL;
#pragma data_seg()

void Decrypt()
{

LPBYTE ptr;

ptr = (LPBYTE) GetPtr(g_base, g_meta->codeOffset);



DWORD oldProtect;
g_VirtualProtect(ptr, g_meta->codeSize, PAGE_EXECUTE_READWRITE, &oldProtect);
for(DWORD i=0; i<g_meta->codeSize; ++i)

ptr[i] A= 0x7f;

g_VirtualProtect(ptr, g_meta->codeSize, oldProtect, NULL);

void Stub1()

{
InitAPI(&g_LoadLibraryA, Entry, LOADLIBRARYA_OFFSET);
InitAPI(&g_LoadLibraryW, Entry, LOADLIBRARYW_OFFSET);
InitAPI(&g_GetProcAddress, Entry, GETPROCADDRESS_OFFSET);

/.. BEF ..

g_OutputDebugStringA(g_msg);

MEMORY_BASIC_INFORMATION mbi;
g_VirtualQuery(Stubl, &mbi, sizeof(mbi));

g_base = mbi.AllocationBase;

DWORD *meta_offset;
GetPtr(&meta_offset, Entry, METADATA_OFFSET);
g_meta = (PMETADATA) GetPtr(g_base, *meta_offset);

/l 523}

Decrypt();

/A2 IAT HE
BuildIAT();

// ¥& AEz H=E

DWORD oep;

GetPtr(&oep, g_base, g_meta->originalEntry);
__asm push oep

__asm ret
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int _tmain(int argc, TCHAR *argv[])

{

if(argc < 4)

{
printf("ALE &: %s HALAY AHLIAE =HUt L Fin", argv(0]);
return O;

}

try

{

CMmap mmap(argv([1], 0);
CRawPeformat pe(mmap.Ptr());

int nSec = pe.NumberOfSection();

PIMAGE_SECTION_HEADER sec = pe.SectionHeader(nSec-1);
DWORD eof = sec->PointerToRawData + sec->SizeOfRawData;
if(eof < mmap.FileSize())

return O;

PIMAGE_NT_HEADERS nt = pe.NTHeader();
DWORD sAlign = nt->OptionalHeader.SectionAlignment;
DWORD fAlign = nt->OptionalHeader.FileAlignment;

PIMAGE_SECTION_HEADER codeSection = FindCodeSection(pe);
if(codeSection == NULL)
{

printf(@F: A MMS B2 + YA&LICLY;

return O;

CStubCode stub(argv[2]);

METADATA meta;

meta.codeOffset = codeSection->VirtualAddress;

meta.codeSize = codeSection->Misc.VirtualSize;

meta.originalEntry = pe.EntryPoint();

meta.import = *pe.DataDirectory(IMAGE_DIRECTORY_ENTRY_IMPORT);

stub.MetaData(&meta, sizeof(meta));



FILE *fp;
_tfopen_s(&fp, argv[3], _T("wb"));
if(1fp)
{
printf("Q2: mMAS & == QYL L|CHWN");

return O;

/] Ot A S AL
fwrite(mmap.Ptr(), 1, mmap.FileSize(), fp);

/) A MA Y 7|2
IMAGE_SECTION_HEADER secHdr;
secHdr.Characteristics = IMAGE_SCN_CNT_CODE
| IMAGE_SCN_MEM_EXECUTE
| IMAGE_SCN_MEM_READ
| IMAGE_SCN_MEM_WRITE;

secHdr.Misc.VirtualSize = stub.Size() + 10;
secHdr.NumberOfLinenumbers = 0;
secHdr.NumberOfRelocations = 0;
secHdr.PointerToLinenumbers = 0;
secHdr.PointerToRelocations = 0;
secHdr.PointerToRawData = Align(sec->PointerToRawData

+ sec->SizeOfRawData

, fAlign);

secHdr.SizeOfRawData = Align(stub.Size() + 10, fAlign);
secHdr.VirtualAddress = Align(sec->VirtualAddress
+ sec->Misc.VirtualSize
, SAlign);

memcpy(secHdr.Name, ".Z", 3);

fseek(fp, mmap.Offset(sec+1), SEEK_SET);
fwrite(&secHdr, sizeof(secHdr), 1, fp);

/I NT &§|E =73
IMAGE_NT_HEADERS hdr;



memcpy(&hdr, pe.NTHeader(), sizeof(hdr));

hdr.OptionalHeader.SizeOflmage = Align(hdr.OptionalHeader.SizeOflmage
secHdr.Misc.VirtualSize, sAlign);

hdr.OptionalHeader.DataDirectory[IMAGE_DIRECTORY_ENTRY_IMPORT].VirtualAddress
secHdr.VirtualAddress + stub.CodeSize();

hdr.OptionalHeader.DataDirectory[IMAGE_DIRECTORY_ENTRY_IMPORT].Size
stub.IATSize();

hdr.OptionalHeader.AddressOfEntryPoint = secHdr.VirtualAddress + stub.Entry();

hdr.FileHeader.NumberOfSections++;

hdr.OptionalHeader.BaseOfCode = secHdr.VirtualAddress;

fseek(fp, mmap.Offset(pe.NTHeader()), SEEK_SET);
fwrite(&hdr, sizeof(hdr), 1, fp);

// BAE 48 L3t

CCodeEncryptor enc(pe, codeSection);
fseek(fp, enc.Offset(), SEEK_SET);
fwrite(enc.Ptr(), 1, enc.Size(), fp);

// &8 Ho|H 7|&
PBYTE buf = new BYTE[secHdr.SizeOfRawDatal;

if(tbuf)

{
printf("@F: 0|2 2|7} £FTHL|CEwn");
fclose(fp);
return 0;

ZeroMemory(buf, secHdr.SizeOfRawData);
stub.Write(buf
, secHdr.Misc.VirtualSize
, nt->OptionalHeaderImageBase
, secHdr.\VirtualAddress);

fseek(fp, secHdr.PointerToRawData, SEEK_SET);
fwrite(buf, 1, secHdr.SizeOfRawData, fp);

fclose(fp);



catch(EWin32 &err)

{
printf(" 2 =: %d¥#n", err.ErrorCode());
}
return O;
}
BN Adrministraton CA\Windows\system32hemd.exe |E|E|—a_§—J

D:Wmystuf f¥desktoptprojectWpe?trelease>=p notepad.exe stubl.dll n.exe
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch
patch

OftH AlZtO] Tldst LHE2 ¥ mte Z==2HEH XS 9ot 7|8 #x0 et HESO|UT. &
M Z2HEH M2 o220 o= S22 Z8s 28 IS MAS=7M0 Z2UACE KH Al
2ol HiZ &S ECH= CrYet 28 IEE NAHSEAL o= As PE Z2HEHE M) 22
H2 SAEHE 48 PE Z2HEHO ZetE VeSS 7Y BE= AR =80 € A 2o

S PN

Make your owner PE Protector Part 1: Your first EXE Protector

http://www.codeproject.com/KB/cpp/peprotectorl.aspx



http://www.codeproject.com/KB/cpp/peprotector1.aspx

