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kd> uf ntdl|!NtTerminateProcess
ntdl | INtTerminateProcess:

7c93e88e b801010000 mov eax,101h

7c93e893 ba0003fe7f mov edx,of fset SharedUserData!SystemCal IStub (7ffe0300)
7¢93e898 ff12 call dword ptr [edx]
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kd> dd 7ffe0300
711e0300 7c93eb8b 7c93eb94 00000000 00000000

kd> uf 7c93eb8b
ntdl | KiFastSystemCal | :

7¢93eb8b 8bd4 mov edx,esp
7c93eb8d 0f34 sysenter
7c93eb8f 90 nop

7¢93eb90 90 nop

7¢93eb91 90 nop

7¢93eh92 90 nop

7c93eb93 90 nop

7c93eh94 c3 ret
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804e06f0 923000000 mov ecx,23h

804e06f5 6a30 push 30h

804e06f7 Ofal pop fs

804e06f9 8ed9 mov ds, cx

804e06fb 8ect mov es,Cx

804e06fd 8b0d40f0df f f mov ecx,dword ptr ds:[OFFDFF040h]
804e0703 8b6104 mov esp,dword ptr [ecx+4]
804e0706 6a23 push 23h
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typedef struct ServiceDescriptorEntry {
PDWORD base;
PDWORD counter ;

DWORD limit;
PBYTE arg;
} SDE;

typedef struct ServiceDescriptorTable {
SDE ntoskrnl;
SDE win32k;
SDE reserved[2];

} SDT;
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kd> dd KeServiceDescriptorTable

8055b680 804e46a8 00000000 0000011c 80514eb8
8055b690 00000000 00000000 00000000 00000000
8055b6a0 00000000 00000000 00000000 00000000
8055b6b0 00000000 00000000 00000000 00000000

kd> dd KeServiceDescriptorTableShadow
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nt!NtTerminateProcess:

80586740 8bf f mov edi,edi
80586742 55 push ebp
80586743 8bec mov ebp, esp
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kernelSDTBase = KeServiceDescriptorTable[0].base
kernelSDTLimit = KeServiceDescriptorTable[0].|imit

imageBase = LoadLibraryEx(kernelName, DONT_RESOLVE_DLL_REFERENCES) ;
imageSDTBase = imageBase + (kernelSDTBase - kernelBase);

for (DNORD i=0; i<kernelSDTLimit; ++i)
kernelSDTBasel[i] = imageSDTBase[i] - imageBase + kernelBase;
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Fa). o Y2 FHEQ x7|3t IZEOM base FAE Hot= HEES  AMESCH
KeServiceDescriptorTable2 79| KilnitSystemO|2t $t=0|A <Z|AE 7>1F Z2 HEE x7|3}
EIC}. base F=A0|= KiServiceTableO|2t T™ZX Ol 7+0| TEtE|7| 20| O] BEEES E3|A base
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KeServiceDescriptorTable[0].base = & iServiceTable[0];
KeServiceDescriptorTable[0].count = NULL;



KeServiceDescriptorTable[0].limit = KiServiceLimit;

KeServiceDescriptorTable[0].arg = &KiArgumentTable[0];

for (Index = 1; Index < NUMBER_SERVICE_TABLES; Index += 1) {
KeServiceDescriptorTable[ Index].Limit = O;

}
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5. Aot 220o| @0 ZE HENZL mov [mem32], imm32 HEf QK|S ZApSHCH

6. SCHA| 7HX] LX|ZHCHEH KHHEK| F=A + 40] U= ZH0| KeServiceDescriptorTable[0].base ]
*7| 7+o| ElC}.

X x] © = A

mov KeServiceDescriptor[0].base &KiserviceTable[0]

-«—2 byte—»«——— 4 byte——————»j4«——4 byte——»|
a3 3 Mufjx] =AML HHOQ A

Z|AE 8 #d IALCO|AM SDTE H= oA FE
while(2E Auij x| Mol CHsiM EH=)
{
type = Auf x| Ef
offset = AHfX| 2= Al

/] REAMO| 7l2|7|= F27F SDTRIX| &M 3A
if(*offset == KeServiceDescriptor[0].base)

{
opcode = (PWORD)( (PBYTE) offset - 2);
// HHO{I} mov mem32, imm322IX| X 3
i f(*opcode == 0x05c7)
{
/] base == offset + 40f 7| E=0] U= zt
base = (PDWORD) ((PBYTE) offset + 4);
return xbase;
}
}
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+0x000 Header . _DISPATCHER_HEADER
+0x010 MutantlListHead . _LIST_ENTRY
+0x018 InitialStack : Ptr32 Void

ozl
+0x0e0 ServiceTable . Ptr32 Void
+0x0e4 Queue : Ptr32 _KQUEUE
+0x0e8 ApcQueuelock : Uint4B
+0x0f0 Timer . _KTIMER
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kd> uf nt!INtTerminateProcess
nt!NtTerminateProcess:

80586740 8bf f mov edi,edi
80586742 55 push ebp
80586743 8bec mov ebp, esp
80586745 83ec10 sub esp,10h
80586748 53 push ebx

f]AE 11 £ZE NtTerminateProcess
jmp MyNtTerminateProcess

sub esp, 10h

push ebx
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_ declspec(naked) NTSTATUS TL_NtTerminateProcess(HANDLE process, NTSTATUS exitcode)
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__asm mov edi, edi

__asm push ebp

__asm mov ebp, esp

__asm jmp NtTerminateProcess + 5
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Win2K/XP SDT Restore 0.2 (Proof-Of-Concept)
http://www.security.org.sg/code/sdtrestore.html

A more stable way to locate real KiServiceTable

http://www.rootkit.com/newsread.php?newsid=176

ksthb v1.0
http://zap.pe.kr/index.php?page=pages/researches/winternals_kr.php



http://www.security.org.sg/code/sdtrestore.html
http://www.rootkit.com/newsread.php?newsid=176
http://zap.pe.kr/index.php?page=pages/researches/winternals_kr.php

