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L Process Explorer - Sysinternals: www.sysinternals.com [codewiz-PChcodewiz] @E‘ﬂ

File QOptions View Process Find DLL Users Help

B o=@Es3 s s NI I

Process FIDL CPU Description Compary Name Context Switches -
[m7lsass exe h3z Local Security Autharity Proc... Microsoft Corporation 10,400
[=l [m7] swchost.exe a92 Host Process for Windows S... Microsoft Corporation 7219
[m7] swchost .exe 2640 Hast Process for Windows S... Microsoft Corporation 5818 [
' Microsoft Office Word Microsoft Corporation ,
[=l [=-] swchost exe a56 Host Process for Windows 5... Microsoft Corporation 3.493
[m7] swchost .exe 1112 Host Process for Windows 5... Microsoft Corporation 3373
ulcsmss exe g8 Client Server Buntime Process Microsoft Comorstion 2215 i
MName ° Description Compary Name Wersion Baze o
CLBCatQ . OLL COM+ Configuration Catalog Microsoft Corporation 2001.12.8530.16... 76730000 [l
COMCTL3Zdll User Experence Cortrols Librany Microsoft Carporation 582 7600.16385 b 7AFFOD00 b
Comctl32 dil User Experence Cortrols Librany Microsoft Carporation 6.10.7600.16385 O 73CT0000
COMDLG32dl Common Dialogs DLL Microsoft Carporation 6.01.7600.16385 764 FOD0D
CRYPTI2I Crypto API32 Microsoft Corporation 6.01.7600.16385 O 750A0000
CRYPTBASEI Base cryptographic AP DLL Microsoft Carporation 6.01.7600.16385 O 7AESDDOD
CRYPTSP I Cryptographic Service Provider APl Microsoft Corporation 6.01.7600.16385 (x745C0000
cscapidll Cffline Files Win32 AF| Microsoft Carporation 6.01.7600.16385 < 7OFG0000
DCIMAMNIZ dil DC1 Manager Microgoft Corporation 6.01.7600.16385 (e6CHADDOD 5

|CPU Usage: 1.90%  Commit Charge: 17.72%  Processes: 48
b
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[IE WINWORD.EXE:492 Proper‘tles-

| TCR/IP | Security I Environment I Job I Strings
Image | Performance | Performance Graph | Threads
Image File
e

|'!;1r; Microsoft Office Word
1
— (Mot verified) Microsoft Corporation

Version: 12.00.6504, 5000 i
Time: 2009-04-17 2= 7:35
Path:

E:'WProgram FilesWMicrosoft Office WO ffice 12WHWINWORD .EXE i

Command line:
"E:WProgram FilesYWMicrosoft Office WO fMice 12WWINWORD. EXE™ /n /d

Current directory:
E:'WUsersWeodewizWDocuments

Parent:  explorer.exe{3108)

User: codewiz-PCWoodewiz

Started: 2= 21705 2003-03-14 Bring to Front
Comment: Kill Process

Data Execution Protection (DEP) Status: Disabled

Address Space Load Randomization: Enabled
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BOOL WINAPI EnumProcesses(DWORD *pProcesslds, DWORD cb, DWORD *pBytesReturned);

i

st4 OIXfo| ojoj= IHEO| O|ZBHEO|L ZHEHSICL B M| QX A%E masa 228
x CE WA QIXkE BT HjYO| HlO|E TH9lo| 3|k oz of

Mol MELe 9Q|o| LfL0| BOo|C} X[ o 7|0f= SO
7| Mo St O{EH TEE XASH A|AHO| AMME ZRZMHAE [T & QSX| A4zt

NS B BOEH <2|AE 1>0] ZEQ o H|We| 25 ofxf. g2 CHEOotd Ohx|g8f eIkt
of ULt EEQI =R APIS2 2 22 ¢ af eIxto] East M 37|
IéHif , HIEZF HCHE OpX| S oHE MEA ZYMM CHAl =
10|

o

>_H_

J

1
|0
u
O oux o
]
m
Ral
&2
k1
o
Ras
pel
(0]
Q
o
sy
o
R
o

XS OpX|gh QIXtE Eslw 2|8 sich Q3Cctn
Ct1 ReadFileM 3 O[O 2 CHg fIXIREH Z2MA YEE 7€ & U= A& OtLCh £

BH=5I2FE EnumProcesses 4= FALSEE BtalSIX| A O, GetlLastError0|| OflHsH
= S| @=L Mt 2 Z2hA E2E o] floiMeE e "ozt B ARO|=Tt
& WEELE ZX|E MA8HOF otrt.

o we 4>

=]

2
oju
njo
N
o

O=I-

rr

o
T
H

N

nx

Al

ob 7HX| O X|FHOF St= A2 HI{ A7[= & sizeof DWORD)Q| B2 X|°3{OF Ttit= H
Ct. OFQF 12 X| QUCHH HmS XtA|7} o|o|7F QO{ZFICt ZHEHst o2 M@ 37|2 108 ©1,
EMA M 77§ Aqe 425 MUSIEXL 12{H EnumProcesses= 7| E = HIO|E #£=E 8

Z|Eg Zd0|Ct OgH ¢sicz Y8 WY A7|= 7|EE HOIE A7|ECH AKX AXZEE
HE Z2NA §EE oA @2 4"0| El= Aot

lH <

hu

BlAE 1 AlARO| MWE Z2H2 25 FH|
#include <windows.h>

#include <stdio.h>

#include <psapi.h>

#pragma comment(1ib, "psapi.lib")
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int _tmain(int argc, _TCHAR* argv[])

{
DWORD BufferSize = 1024 * sizeof(DWORD) ;
DWORD *Buffer = (DWORD *) HeapAlloc(GetProcessHeap(), 0, BufferSize);
if(!Buffer)
return 0;
DWORD BufferSizeReturned = 0;
for(;;)
{
i f('EnumProcesses(Buffer, BufferSize, &BufferSizeReturned))
{
HeapFree(GetProcessHeap(), 0, Buffer);
return 0;
}
if(BufferSize > BufferSizeReturned)
break;
HeapFree(GetProcessHeap(), 0, Buffer);
BufferSize += 1024 * sizeof(DWORD) ;
Buffer = (DWORD *) HeapAl loc(GetProcessHeap(), 0, BufferSize);
i f(1Buffer)
return 0;
}
DWORD ProcessCount = BufferSizeReturned / sizeof(DWORD);
for (DNORD i=0; i<ProcessCount; ++i)
{
printf("%d#n", Buffer[il);
PrintModuleList(Buffer[il]);
}
HeapFree(GetProcessHeap(), 0, Buffer);
return 0;
}

25 A5

AZ Qo] TRAAL SLIO| M NUR REEE F2L YLt [jRE Cf2 DO =82 wof
M AHEICE O[FHA oF Z2 MLl T4 I ZEEQ YUs ZE2 YEE b= YO O
SiAl LOLE X} PSAPI= O|&H Qof AFE317| {I8iAl EnumProcessModulesZl= &4£ FH|s|l=1
ULt HH2 Chza 2Lk

BOOL WINAPI EnumProcessModules(HANDLE hProcess, HMODULE *lphModule, DWORD cb,
LPDWORD IpcbNeeded);
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BOOL PrintModuleList(DWORD pid)

{
BOOL status = FALSE;

HANDLE Process = OpenProcess(PROCESS_QUERY_INFORMATION | PROCESS_VM_READ, FALSE, pid);
i f(!Process)
return FALSE;

DWORD Size = sizeof(DWORD) * 1024;
HMODULE *Modules = (HMODULE =) HeapAlloc(GetProcessHeap(), 0, Size);
i f(!Modules)

goto $cleanup;

DWORD SizeNeeded = 0;
for(;;)

{
i f(1EnumProcessModules(Process, Modules, Size, &SizeNeeded))
goto $cleanup;
if(Size > SizeNeeded)
break;
HeapFree(GetProcessHeap(), 0, Modules);
Size = SizeNeeded;
Modules = (HMODULE =) HeapAl loc(GetProcessHeap(), 0, Size);
i f( IModules)
goto $cleanup;
}

DWORD Count = SizeNeeded / sizeof(DWORD);
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TCHAR Name[MAX_PATH];

for (DNORD i=0; i<Count; ++i)

{
GetModuleF i leNameEx(Process, Modules[i], Name, ARRAYSIZE(Name));
_tprintf(_T(" - %s#n"), Name);

}

status = TRUE;

$cleanup:
i f(Modules)
HeapFree(GetProcessHeap(), 0, Modules);

i f(Process)
CloseHandle(Process) ;
return status;

Z2 M2 o|O|x] B2 517
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BOOL PrintProcesslImagePath(DWORD pid)

{
HANDLE Process = OpenProcess(PROCESS_QUERY_INFORMATION | PROCESS_VM_READ, FALSE, pid);

i f(!Process)
return FALSE;

HMODULE Module;
DWORD SizeNeeded = 0;
i f( '\EnumProcessModules(Process, &Module, sizeof(Module), &SizeNeeded))
{
CloseHandle(Process) ;
return FALSE;

}

TCHAR Name[MAX_PATH];
GetModuleFi leNameEx(Process, Modules[i], Name, ARRAYSIZE(Name));
_tprintf(_T(" - %sHn"), Name);

CloseHandle(Process) ;
return TRUE;
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BOOL PrintProcessImagePath2(DWORD pid)

{
HANDLE Process = OpenProcess(PROCESS_QUERY_INFORMATION | PROCESS_VM_READ, FALSE, pid);
i f(!Process)
return FALSE;
TCHAR Name[MAX_PATH];
GetProcess|mageFileName(Process, Name, ARRAYSIZE(Name));
_tprintf(_T(" - %sWn"), Name);
CloseHandle(Process) ;
return TRUE;
}
<2|AE 3>1 <2|AE 4>0| IEE B MU 2 SA2tH LAXP =9 A A= =&
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EPROCESS EPROCESS EPROCESS EPROCESS
| ActiveProcessLlinks | ActiveProcesslinks | ActiveProcesslinks | gl ActiveProcesslinks
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i
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CurrentDirectory
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ImagePathMName

CaommandLine

3 2 PEB =

<72l 2>0|= PEBQ} THE =9 JFEHSO ZAHAE HOZCL Ldr UEL x| Z2E= E A
HE X&stn e Z[AEQ| 3|6 EEQI InLoadOrderLinks@t InMemoryOrderlinks ZEE X%
5t Q= PEB_LDR DATA FZ=HE 7i2|Zict &g 2|AE0 A= ofo|EQl
LDR_DATA_TABLE_ENTRY XM= ZZMAON ZEER ZF ™EE MTSID QUCH ST FZTH|
StLEZF NTDLLDLLOF Z0| 2EE= 8iLto| REO| Cfesictn 2 M EICH InLoadOrderlinks@}
InMemoryOrderLinks2l= Z|AE&= O|2 R0 MZ CIE M2 dd= 232 EoZICt x|

o2 2 O 2EE =Mz dEE S22 2 2ELt

PEBO| ProcessParameters &=+ RTL_USER_PROCESS_PARAMETERS 1Z=HE 7t2|7ICH ST

Copyright © 2011, AIHZI 10/13 H|O|X|
0| 2M& Creative Commons Z}0|MIAZ S L|C},

http://creativecommons.org/licenses/by-nc-nd/2.0/kr/




ZHO= sy =2 M2A9| #X C|HE2|(CurrentDirectory), DLL EtM Z Z(DllIPath), M2 mte A
(]|
AA

(
Z(magePathName), A3 HZHZE(CommandLine)S2| ME7} EBIE|O QUC}.
JHCHH @ EnumProcessModules®| A HER| Z2f0| =2 A|AQ| Al O|0|X|7} &= Z{e7p? O

ZFCHSICE EnumProcessModules gt4== PEB XA 2| InMemoryOrderlLinksE EfMsiA 1
M2 Z1tE 2|Hotct mEtMd R B g2 2 2|2Eo| A #R 20 £, AR i
ZEN2A0AM 7t BN 2EE JHnt o|0[X|7t &|7| UfZO|Ct.

<BAE S>01= YA A% LSS ECfE PEB TXNO| Ldrofl ERE 2AE YIS FEHE
2HERSH OFIZE LiotoICH TR0l MWEH X WA 25 YIS CH2 HOE AZAHA A
ool HEE QICh of TS M HEoM <2lAE 3>0 ICE mRHA FE

o = O
YES AZSHEH J4HQ ALY =7t SHEX| HEeCh 27 2[AEQ 1=
| |

-‘g =

£ Tote ot=C

£ HZEMY| Eo| M MBS 7PF0| S2[A B Z0|Ct BtHO| GetProcessimageFileName &t
$= HMFNoz AZE Aijes AS & £ QCh 1 0|f = GetProcessimageFileName2 PEB
Ol ZB=E TSHX| 944, EPROCESS #+xX|Q] EF ZEE 0|88 AT ¥ nd d=E
23t7| mj20o|Ct.

2|AE 5 ModuleHide &2
#include <windows.h>
#include <stdio.h>

typedef struct _UNICODE_STRING {
USHORT Length;
USHORT MaximumLength;
PWSTR Buffer;

} UNICODE_STRING;

typedef UNICODE_STRING =PUNICODE_STRING:
typedef const UNICODE_STRING *PCUNICODE_STRING:

typedef struct _PEB {
BYTE Reservedi[2];
BYTE BeingDebugged;
BYTE Reserved2[1];
PVOID Reserved3[2];
PVOID Ldr;
PVOID ProcessParameters;
BYTE Reserved4[104];
PVOID Reserved5[52];
PVOID PostProcesslInitRoutine;
BYTE Reserved6[128];
PVOID Reserved7[1];
ULONG Sessionld;

} PEB, *PPEB;
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typedef struct _PEB_LDR_DATA {
BYTE Reservedi[8];
PVOID Reserved?;
LIST_ENTRY InLoadOrderModulelList;
LIST_ENTRY InMemoryOrderModulelist;
} PEB_LDR_DATA, +*PPEB_LDR_DATA;

typedef struct _LDR_DATA_TABLE_ENTRY
{
LIST_ENTRY InLoadOrderModulelist;
LIST_ENTRY InMemoryOrderModulelist;
LIST_ENTRY IninitializationOrderModulelList;
PVOID BaseAddress;
PVOID EntryPoint;
ULONG SizeOf Image;
UNICODE_STRING Ful IDI IName;
UNICODE_STRING BaseD| IName;
ULONG Flags;
SHORT LoadCount ;
SHORT TlslIndex;
LIST_ENTRY HashTableEntry;
ULONG TimeDateStamp;
} LDR_DATA_TABLE_ENTRY, *PLDR_DATA_TABLE_ENTRY;

typedef struct _RTL_USER_PROCESSPARAMETERS
{
BYTE reserved[48];
UNICODE_STRING DI IPath;
UNICODE_STRING ImagePathName;
UNICODE_STRING CommandLine;
BYTE data[1];
} RTL_USER_PROCESSPARAMETERS, *PRTL_USER_PROCESSPARAMETERS;

_ declspec(naked) PPEB GetPeb()

{
__asm mov eax, fs:[0x30]
_asm ret
}
int _tmain(int argc, _TCHAR* argv[])
{
printf("%08XWn", GetPeb());
PPEB peb = GetPeb();
PEB_LDR_DATA *pld = (PEB_LDR_DATA *) peb->Ldr;
PLDR_DATA_TABLE_ENTRY first = (PLDR_DATA_TABLE_ENTRY) &pld->InLoadOrderModulelist;
PLDR_DATA_TABLE_ENTRY current = (PLDR_DATA_TABLE_ENTRY) pld-
>|nLoadOrderModuleList.Flink;
PLDR_DATA_TABLE_ENTRY next = (PLDR_DATA_TABLE_ENTRY) current-
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>|nLoadOrderModuleList.Flink;

pld—>InLoadOrderModulelList.Flink = (PLIST_ENTRY) next;
pld—>InMemoryOrderModuleList.Flink = (PLIST_ENTRY) next;

PRTL_USER_PROCESSPARAMETERS p = (PRTL_USER_PROCESSPARAMETERS) peb—>ProcessParameters;
printf("%Stn", p—>ImagePathName.Buffer);

getchar();
return 0;
}
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